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CHAPTER
ONE

KEYSTONE INSTALLATION TUTORIAL

The OpenStack system consists of several key services that are separately installed. These services work
together depending on your cloud needs and include the Compute, Identity, Networking, Image, Block
Storage, Object Storage, Telemetry, Orchestration, and Database services. You can install any of these
projects separately and configure them stand-alone or as connected entities.

This section describes how to install and configure the OpenStack Identity service, code-named keystone,
on the controller node. For scalability purposes, this configuration deploys Fernet tokens and the Apache
HTTP server to handle requests.

1.1 Keystone Installation Tutorial for openSUSE and SUSE Linux
Enterprise

1.1.1 Abstract

This guide will show you how to install OpenStack by using packages on openSUSE Leap 42.2 and SUSE
Linux Enterprise Server 12 - for both SP1 and SP2 - through the Open Build Service Cloud repository.

Explanations of configuration options and sample configuration files are included.

Warning: This guide is a work-in-progress and is subject to updates frequently. Pre-release packages
have been used for testing, and some instructions may not work with final versions. Please help us
make this guide better by reporting any errors you encounter.

1.1.2 Contents

Identity service overview

The OpenStack Identity service provides a single point of integration for managing authentication, au-
thorization, and a catalog of services.

The Identity service is typically the first service a user interacts with. Once authenticated, an end user
can use their identity to access other OpenStack services. Likewise, other OpenStack services leverage
the Identity service to ensure users are who they say they are and discover where other services are within
the deployment. The Identity service can also integrate with some external user management systems
(such as LDAP).
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Users and services can locate other services by using the service catalog, which is managed by the Iden-
tity service. As the name implies, a service catalog is a collection of available services in an OpenStack
deployment. Each service can have one or many endpoints and each endpoint can be one of three types:
admin, internal, or public. In a production environment, different endpoint types might reside on separate
networks exposed to different types of users for security reasons. For instance, the public API network
might be visible from the Internet so customers can manage their clouds. The admin API network might
be restricted to operators within the organization that manages cloud infrastructure. The internal API
network might be restricted to the hosts that contain OpenStack services. Also, OpenStack supports
multiple regions for scalability. For simplicity, this guide uses the management network for all endpoint
types and the default RegionOne region. Together, regions, services, and endpoints created within the
Identity service comprise the service catalog for a deployment. Each OpenStack service in your deploy-
ment needs a service entry with corresponding endpoints stored in the Identity service. This can all be
done after the Identity service has been installed and configured.

The Identity service contains these components:

Server A centralized server provides authentication and authorization services using a RESTful inter-
face.

Drivers Drivers or a service back end are integrated to the centralized server. They are used for ac-
cessing identity information in repositories external to OpenStack, and may already exist in the
infrastructure where OpenStack is deployed (for example, SQL databases or LDAP servers).

Modules Middleware modules run in the address space of the OpenStack component that is using the
Identity service. These modules intercept service requests, extract user credentials, and send them
to the centralized server for authorization. The integration between the middleware modules and
OpenStack components uses the Python Web Server Gateway Interface.

Install and configure

This section describes how to install and configure the OpenStack Identity service, code-named keystone,
on the controller node. For scalability purposes, this configuration deploys Fernet tokens and the Apache
HTTP server to handle requests.

Note: Ensure that you have completed the prerequisite installation steps in the Openstack Install Guide
before proceeding.

Prerequisites

Before you install and configure the Identity service, you must create a database.

Note: Before you begin, ensure you have the most recent version of python-pyasnl installed.

1. Use the database access client to connect to the database server as the root user:

mysgl -u root -p

2. Create the keystone database:
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3. Grant proper access to the keystone database:

Replace KEYSTONE_DBPASS with a suitable password.

4. Exit the database access client.

Install and configure components

Note: Default configuration files vary by distribution. You might need to add these sections and options
rather than modifying existing sections and options. Also, an ellipsis (. . .) in the configuration snippets
indicates potential default configuration options that you should retain.

Note: Starting with the Newton release, SUSE OpenStack packages are shipping with the upstream
default configuration files. For example /etc/keystone/keystone.conf, with customizations in /
etc/keystone/keystone.conf.d/010-keystone.conf. While the following instructions modify
the default configuration file, adding a new file in /etc/keystone/keystone.conf.d achieves the
same result.

1. Run the following command to install the packages:

zypper install openstack-keystone apache2 apache2-mod_wsgi

2. Edit the /etc/keystone/keystone. conf file and complete the following actions:

* In the [database] section, configure database access:

Replace KEYSTONE_DBPASS with the password you chose for the database.

Note: Comment out or remove any other connection options in the [database] section.

* In the [token] section, configure the Fernet token provider:
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3. Populate the Identity service database:

su -s /bin/sh -c keystone

4. Initialize Fernet key repositories:

Note: The --keystone-user and --keystone-group flags are used to specify the operating
systems user/group that will be used to run keystone. These are provided to allow running key-
stone under another operating system user/group. In the example below, we call the user & group
keystone.

keystone-manage fernet_setup --keystone-user keystone --keystone-group..
—keystone

keystone-manage credential_setup --keystone-user keystone --keystone-
—group keystone

5. Bootstrap the Identity service:

Note: Before the Queens release, keystone needed to be run on two separate ports to accommodate
the Identity v2 API which ran a separate admin-only service commonly on port 35357. With the
removal of the v2 API, keystone can be run on the same port for all interfaces.

keystone-manage bootstrap --bootstrap-password ADMIN_PASS
--bootstrap-admin-url http://controller:5000/v3/
--bootstrap-internal-url http://controller:5000/v3/
--bootstrap-public-url http://controller:5000/v3/
--bootstrap-region-id RegionOne

Replace ADMIN_PASS with a suitable password for an administrative user.

Configure the Apache HTTP server

1. Edit the /etc/sysconfig/apache2 file and configure the APACHE_SERVERNAME option to refer-
ence the controller node:

The APACHE_SERVERNAUME entry will need to be added if it does not already exist.

2. Create the /etc/apache2/conf.d/wsgi-keystone.conf file with the following content:

(continues on next page)
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(continued from previous page)

keystone-public processes=5 threads=1 =keystone,,
-, =keystone display-name=%{GROUP}
keystone-public
/
%{GLOBAL}
combined
granted

3. Recursively change the ownership of the /etc/keystone directory:

chown -R keystone:keystone /etc/keystone

SSL

A secure deployment should have the web server configured to use SSL or running behind an SSL ter-
minator.

Finalize the installation

1. Start the Apache HTTP service and configure it to start when the system boots:

systemctl apache2.service
systemctl start apache2.service

2. Configure the administrative account by setting the proper environmental variables:

admin
ADMIN_PASS
admin
Default
Default
http://controller:5000/v3

These values shown here are the default ones created from keystone-manage bootstrap.

Replace ADMIN_PASS with the password used in the keystone-manage bootstrap command
in keystone-install-configure-obs.
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Create a domain, projects, users, and roles
The Identity service provides authentication services for each OpenStack service. The authentication
service uses a combination of domains, projects, users, and roles.

1. Although the default domain already exists from the keystone-manage bootstrap step in this guide,
a formal way to create a new domain would be:

openstack domain create --description example

2. This guide uses a service project that contains a unique user for each service that you add to your
environment. Create the service project:

openstack project create --domain default
--description service

3. Regular (non-admin) tasks should use an unprivileged project and user. As an example, this guide
creates the myproject project and myuser user.

* Create the myproject project:

openstack project create --domain default
--description myproject

(continues on next page)
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(continued from previous page)

Note: Do not repeat this step when creating additional users for this project.

* Create the myuser user:

openstack user create --domain default
--password-prompt myuser

¢ Create the myrole role:

openstack role create myrole

* Add the myrole role to the myproject project and myuser user:

openstack role add --project myproject --user myuser myrole

Note: This command provides no output.
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Note: You can repeat this procedure to create additional projects and users.

Verify operation

Verify operation of the Identity service before installing other services.

Note: Perform these commands on the controller node.

1. Unset the temporary OS_AUTH_URL and OS_PASSWORD environment variable:

OS_AUTH_URL OS_PASSWORD
2. As the admin user, request an authentication token:
openstack --os-auth-url http://controller:5000/v3
--os-project-domain-name Default --os-user-domain-name Default
--os-project-name admin --os-username admin token issue

Note: This command uses the password for the admin user.

3. As the myuser user created in the previous section, request an authentication token:

openstack --os-auth-url http://controller:5000/v3
--os-project-domain-name Default --os-user-domain-name Default

(continues on next page)
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(continued from previous page)

--0s-project-name myproject --os-username myuser token issue

Create OpenStack client environment scripts

The previous sections used a combination of environment variables and command options to interact
with the Identity service via the openstack client. To increase efficiency of client operations, OpenStack
supports simple client environment scripts also known as OpenRC files. These scripts typically contain
common options for all clients, but also support unique options. For more information, see the OpenStack
End User Guide.

Creating the scripts

Create client environment scripts for the admin and demo projects and users. Future portions of this
guide reference these scripts to load appropriate credentials for client operations.

Note: The paths of the client environment scripts are unrestricted. For convenience, you can place the
scripts in any location, however ensure that they are accessible and located in a secure place appropriate
for your deployment, as they do contain sensitive credentials.

1. Create and edit the admin-openrc file and add the following content:

Note: The OpenStack client also supports using a clouds.yaml file. For more information, see
the os-client-config.

1.1. Keystone Installation Tutorial for openSUSE and SUSE Linux Enterprise 9


https://docs.openstack.org/user-guide/common/cli_set_environment_variables_using_openstack_rc.html
https://docs.openstack.org/user-guide/common/cli_set_environment_variables_using_openstack_rc.html
http://docs.openstack.org/os-client-config/latest

Keystone Documentation, Release 23.0.3.dev3

Default
Default
admin
admin
ADMIN_PASS
http://controller:5000/v3

Replace ADMIN_PASS with the password you chose for the admin user in the Identity service.

2. Create and edit the demo-openrc file and add the following content:

Default
Default
myproject
myuser
DEMO_PASS
http://controller:5000/v3

Replace DEMO_PASS with the password you chose for the demo user in the Identity service.

Using the scripts

To run clients as a specific project and user, you can simply load the associated client environment script
prior to running them. For example:

1. Load the admin-openrc file to populate environment variables with the location of the Identity
service and the admin project and user credentials:

. admin-openrc

2. Request an authentication token:

openstack token issue

—

— (continues on next page)
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(continued from previous page)

—

1.2 Keystone Installation Tutorial for Red Hat Enterprise Linux and
CentOS

1.2.1 Abstract

This guide will show you how to install Keystone by using packages available on Red Hat Enterprise
Linux 7 and its derivatives through the RDO repository.

Explanations of configuration options and sample configuration files are included.

Warning: This guide is a work-in-progress and is subject to updates frequently. Pre-release packages
have been used for testing, and some instructions may not work with final versions. Please help us
make this guide better by reporting any errors you encounter.

1.2.2 Contents

Identity service overview

The OpenStack Identity service provides a single point of integration for managing authentication, au-
thorization, and a catalog of services.

The Identity service is typically the first service a user interacts with. Once authenticated, an end user
can use their identity to access other OpenStack services. Likewise, other OpenStack services leverage
the Identity service to ensure users are who they say they are and discover where other services are within
the deployment. The Identity service can also integrate with some external user management systems
(such as LDAP).

Users and services can locate other services by using the service catalog, which is managed by the Iden-
tity service. As the name implies, a service catalog is a collection of available services in an OpenStack
deployment. Each service can have one or many endpoints and each endpoint can be one of three types:
admin, internal, or public. In a production environment, different endpoint types might reside on separate
networks exposed to different types of users for security reasons. For instance, the public API network
might be visible from the Internet so customers can manage their clouds. The admin API network might
be restricted to operators within the organization that manages cloud infrastructure. The internal API
network might be restricted to the hosts that contain OpenStack services. Also, OpenStack supports
multiple regions for scalability. For simplicity, this guide uses the management network for all endpoint
types and the default RegionOne region. Together, regions, services, and endpoints created within the
Identity service comprise the service catalog for a deployment. Each OpenStack service in your deploy-
ment needs a service entry with corresponding endpoints stored in the Identity service. This can all be
done after the Identity service has been installed and configured.
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The Identity service contains these components:

Server A centralized server provides authentication and authorization services using a RESTful inter-
face.

Drivers Drivers or a service back end are integrated to the centralized server. They are used for ac-
cessing identity information in repositories external to OpenStack, and may already exist in the
infrastructure where OpenStack is deployed (for example, SQL databases or LDAP servers).

Modules Middleware modules run in the address space of the OpenStack component that is using the
Identity service. These modules intercept service requests, extract user credentials, and send them
to the centralized server for authorization. The integration between the middleware modules and
OpenStack components uses the Python Web Server Gateway Interface.

Install and configure

This section describes how to install and configure the OpenStack Identity service, code-named keystone,
on the controller node. For scalability purposes, this configuration deploys Fernet tokens and the Apache
HTTP server to handle requests.

Note: Ensure that you have completed the prerequisite installation steps in the Openstack Install Guide
before proceeding.

Prerequisites

Before you install and configure the Identity service, you must create a database.

1. Use the database access client to connect to the database server as the root user:

mysql -u root -p

2. Create the keystone database:

3. Grant proper access to the keystone database:

Replace KEYSTONE_DBPASS with a suitable password.

4. Exit the database access client.
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Install and configure components

Note: Default configuration files vary by distribution. You might need to add these sections and options
rather than modifying existing sections and options. Also, an ellipsis (. . .) in the configuration snippets
indicates potential default configuration options that you should retain.

1. Run the following command to install the packages:

yum install openstack-keystone httpd mod_wsgi

Note: For RHELS/Centos8 and above install package python3-mod_wsgi.

2. Edit the /etc/keystone/keystone. conf file and complete the following actions:

* In the [database] section, configure database access:

Replace KEYSTONE_DBPASS with the password you chose for the database.

Note: Comment out or remove any other connection options in the [database] section.

Note: The host, controller in this example, must be resolvable.

* In the [token] section, configure the Fernet token provider:

3. Populate the Identity service database:

su -s /bin/sh -c keystone

4. Initialize Fernet key repositories:

Note: The --keystone-user and --keystone-group flags are used to specify the operating
systems user/group that will be used to run keystone. These are provided to allow running key-
stone under another operating system user/group. In the example below, we call the user & group
keystone.
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keystone-manage fernet_setup --keystone-user keystone --keystone-group..
—keystone

keystone-manage credential_setup --keystone-user keystone --keystone-
—group keystone

5. Bootstrap the Identity service:

Note: Before the Queens release, keystone needed to be run on two separate ports to accommodate
the Identity v2 API which ran a separate admin-only service commonly on port 35357. With the
removal of the v2 API, keystone can be run on the same port for all interfaces.

keystone-manage bootstrap --bootstrap-password ADMIN_PASS
--bootstrap-admin-url http://controller:5000/v3/
--bootstrap-internal-url http://controller:5000/v3/
--bootstrap-public-url http://controller:5000/v3/
--bootstrap-region-id RegionOne

Replace ADMIN_PASS with a suitable password for an administrative user.

Configure the Apache HTTP server

1. Edit the /etc/httpd/conf/httpd. conf file and configure the ServerName option to reference
the controller node:

controller

The ServerName entry will need to be added if it does not already exist.

2. Create a link to the /usr/share/keystone/wsgi-keystone. conf file:

In -s /usr/share/keystone/wsgi-keystone.conf /etc/httpd/conf.d/

SSL

A secure deployment should have the web server configured to use SSL or running behind an SSL ter-
minator.

Finalize the installation

1. Start the Apache HTTP service and configure it to start when the system boots:

systemctl httpd.service
systemctl start httpd.service

2. Configure the administrative account by setting the proper environmental variables:
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admin
ADMIN_PASS
admin
Default
Default
http://controller:5000/v3

These values shown here are the default ones created from keystone-manage bootstrap.

Replace ADMIN_PASS with the password used in the keystone-manage bootstrap command
in keystone-install-configure-rdo.

Create a domain, projects, users, and roles
The Identity service provides authentication services for each OpenStack service. The authentication
service uses a combination of domains, projects, users, and roles.

1. Although the default domain already exists from the keystone-manage bootstrap step in this guide,
a formal way to create a new domain would be:

openstack domain create --description example

2. This guide uses a service project that contains a unique user for each service that you add to your
environment. Create the service project:

openstack project create --domain default
--description service
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3. Regular (non-admin) tasks should use an unprivileged project and user. As an example, this guide
creates the myproject project and myuser user.

* Create the myproject project:

openstack project create --domain default
--description myproject

Note: Do not repeat this step when creating additional users for this project.

¢ Create the myuser user:

openstack user create --domain default
--password-prompt myuser

Create the myrole role:

openstack role create myrole

(continues on next page)
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(continued from previous page)

* Add the myrole role to the myproject project and myuser user:

openstack role add --project myproject --user myuser myrole

Note: This command provides no output.

Note: You can repeat this procedure to create additional projects and users.

Verify operation

Verify operation of the Identity service before installing other services.

Note: Perform these commands on the controller node.

1. Unset the temporary OS_AUTH_URL and OS_PASSWORD environment variable:

OS_AUTH_URL OS_PASSWORD

2. As the admin user, request an authentication token:

openstack --os-auth-url http://controller:5000/v3
--os-project-domain-name Default --os-user-domain-name Default
--0s-project-name admin --os-username admin token issue

—

= (continues on next page)
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(continued from previous page)

Note: This command uses the password for the admin user.

3. As the myuser user created in the previous section, request an authentication token:

openstack --os-auth-url http://controller:5000/v3
--os-project-domain-name Default --os-user-domain-name Default
--0s-project-name myproject --os-username myuser token issue

Create OpenStack client environment scripts

The previous sections used a combination of environment variables and command options to interact
with the Identity service via the openstack client. To increase efficiency of client operations, OpenStack
supports simple client environment scripts also known as OpenRC files. These scripts typically contain
common options for all clients, but also support unique options. For more information, see the OpenStack
End User Guide.
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Creating the scripts

Create client environment scripts for the admin and demo projects and users. Future portions of this
guide reference these scripts to load appropriate credentials for client operations.

Note: The paths of the client environment scripts are unrestricted. For convenience, you can place the
scripts in any location, however ensure that they are accessible and located in a secure place appropriate
for your deployment, as they do contain sensitive credentials.

1. Create and edit the admin-openrc file and add the following content:

Note: The OpenStack client also supports using a clouds.yaml file. For more information, see
the os-client-config.

Default
Default
admin
admin
ADMIN_PASS
http://controller:5000/v3

Replace ADMIN_PASS with the password you chose for the admin user in the Identity service.

2. Create and edit the demo-openrc file and add the following content:

Default
Default
myproject
myuser
DEMO_PASS
http://controller:5000/v3

Replace DEMO_PASS with the password you chose for the demo user in the Identity service.

Using the scripts

To run clients as a specific project and user, you can simply load the associated client environment script
prior to running them. For example:

1. Load the admin-openrc file to populate environment variables with the location of the Identity
service and the admin project and user credentials:

. admin-openrc

2. Request an authentication token:
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openstack token issue

1.3 Keystone Installation Tutorial for Ubuntu

1.3.1 Abstract

This guide will walk through an installation by using packages available through Canonicals Ubuntu
Cloud archive repository for Ubuntu 16.04 (LTS).

Explanations of configuration options and sample configuration files are included.

Warning: This guide is a work-in-progress and is subject to updates frequently. Pre-release packages
have been used for testing, and some instructions may not work with final versions. Please help us
make this guide better by reporting any errors you encounter.

1.3.2 Contents

Identity service overview

The OpenStack Identity service provides a single point of integration for managing authentication, au-
thorization, and a catalog of services.

The Identity service is typically the first service a user interacts with. Once authenticated, an end user
can use their identity to access other OpenStack services. Likewise, other OpenStack services leverage
the Identity service to ensure users are who they say they are and discover where other services are within
the deployment. The Identity service can also integrate with some external user management systems
(such as LDAP).
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Users and services can locate other services by using the service catalog, which is managed by the Iden-
tity service. As the name implies, a service catalog is a collection of available services in an OpenStack
deployment. Each service can have one or many endpoints and each endpoint can be one of three types:
admin, internal, or public. In a production environment, different endpoint types might reside on separate
networks exposed to different types of users for security reasons. For instance, the public API network
might be visible from the Internet so customers can manage their clouds. The admin API network might
be restricted to operators within the organization that manages cloud infrastructure. The internal API
network might be restricted to the hosts that contain OpenStack services. Also, OpenStack supports
multiple regions for scalability. For simplicity, this guide uses the management network for all endpoint
types and the default RegionOne region. Together, regions, services, and endpoints created within the
Identity service comprise the service catalog for a deployment. Each OpenStack service in your deploy-
ment needs a service entry with corresponding endpoints stored in the Identity service. This can all be
done after the Identity service has been installed and configured.

The Identity service contains these components:

Server A centralized server provides authentication and authorization services using a RESTful inter-
face.

Drivers Drivers or a service back end are integrated to the centralized server. They are used for ac-
cessing identity information in repositories external to OpenStack, and may already exist in the
infrastructure where OpenStack is deployed (for example, SQL databases or LDAP servers).

Modules Middleware modules run in the address space of the OpenStack component that is using the
Identity service. These modules intercept service requests, extract user credentials, and send them
to the centralized server for authorization. The integration between the middleware modules and
OpenStack components uses the Python Web Server Gateway Interface.

Install and configure

This section describes how to install and configure the OpenStack Identity service, code-named keystone,
on the controller node. For scalability purposes, this configuration deploys Fernet tokens and the Apache
HTTP server to handle requests.

Note: Ensure that you have completed the prerequisite installation steps in the Openstack Install Guide
before proceeding.

Prerequisites

Before you install and configure the Identity service, you must create a database.

1. Use the database access client to connect to the database server as the root user:

mysql

2. Create the keystone database:

3. Grant proper access to the keystone database:
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Replace KEYSTONE_DBPASS with a suitable password.

4. Exit the database access client.

Install and configure components

Note: Default configuration files vary by distribution. You might need to add these sections and options
rather than modifying existing sections and options. Also, an ellipsis (. . .) in the configuration snippets
indicates potential default configuration options that you should retain.

Note: This guide uses the Apache HTTP server with mod_wsgi to serve Identity service requests on
port 5000. By default, the keystone service still listens on this port. The package handles all of the
Apache configuration for you (including the activation of the mod_wsgi apache2 module and keystone
configuration in Apache).

1. Run the following command to install the packages:

apt install keystone

2. Edit the /etc/keystone/keystone.conf file and complete the following actions:

* In the [database] section, configure database access:

Replace KEYSTONE_DBPASS with the password you chose for the database.

Note: Comment out or remove any other connection options in the [database] section.

* In the [token] section, configure the Fernet token provider:

3. Populate the Identity service database:

su -s /bin/sh -c keystone
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4. Initialize Fernet key repositories:

Note: The --keystone-user and --keystone-group flags are used to specify the operating
systems user/group that will be used to run keystone. These are provided to allow running key-
stone under another operating system user/group. In the example below, we call the user & group
keystone.

keystone-manage fernet_setup --keystone-user keystone --keystone-group..
—keystone

keystone-manage credential_setup --keystone-user keystone --keystone-
—group keystone

5. Bootstrap the Identity service:

Note: Before the Queens release, keystone needed to be run on two separate ports to accommodate
the Identity v2 API which ran a separate admin-only service commonly on port 35357. With the
removal of the v2 API, keystone can be run on the same port for all interfaces.

keystone-manage bootstrap --bootstrap-password ADMIN_PASS
--bootstrap-admin-url http://controller:5000/v3/
--bootstrap-internal-url http://controller:5000/v3/
--bootstrap-public-url http://controller:5000/v3/
--bootstrap-region-id RegionOne

Replace ADMIN_PASS with a suitable password for an administrative user.

Configure the Apache HTTP server

1. Edit the /etc/apache2/apache?. conf file and configure the ServerName option to reference
the controller node:

controller

The ServerName entry will need to be added if it does not already exist.

SSL

A secure deployment should have the web server configured to use SSL or running behind an SSL ter-
minator.
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Finalize the installation

1. Restart the Apache service:

service apache2 restart

2. Configure the administrative account by setting the proper environmental variables:

admin
ADMIN_PASS
admin
Default
Default
http://controller:5000/v3

These values shown here are the default ones created from keystone-manage bootstrap.

Replace ADMIN_PASS with the password used in the keystone-manage bootstrap command
in keystone-install-configure-ubuntu.

Create a domain, projects, users, and roles
The Identity service provides authentication services for each OpenStack service. The authentication
service uses a combination of domains, projects, users, and roles.

1. Although the default domain already exists from the keystone-manage bootstrap step in this guide,
a formal way to create a new domain would be:

openstack domain create --description example

2. This guide uses a service project that contains a unique user for each service that you add to your
environment. Create the service project:

openstack project create --domain default
--description service

(continues on next page)
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(continued from previous page)

3. Regular (non-admin) tasks should use an unprivileged project and user. As an example, this guide
creates the myproject project and myuser user.

* Create the myproject project:

openstack project create --domain default
--description myproject

Note: Do not repeat this step when creating additional users for this project.

* Create the myuser user:

openstack user create --domain default
--password-prompt myuser
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¢ Create the myrole role:

openstack role create myrole

Add the myrole role to the myproject project and myuser user:

openstack role add --project myproject --user myuser myrole

Note: This command provides no output.

Note: You can repeat this procedure to create additional projects and users.

Verify operation

Verify operation of the Identity service before installing other services.

Note: Perform these commands on the controller node.

1. Unset the temporary OS_AUTH_URL and OS_PASSWORD environment variable:

OS_AUTH_URL OS_PASSWORD

2. As the admin user, request an authentication token:

openstack --os-auth-url http://controller:5000/v3
--os-project-domain-name Default --os-user-domain-name Default
--os-project-name admin --os-username admin token issue

(continues on next page)
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(continued from previous page)

Note: This command uses the password for the admin user.

3. As the myuser user created in the previous, request an authentication token:

openstack --os-auth-url http://controller:5000/v3
--os-project-domain-name Default --os-user-domain-name Default
--0s-project-name myproject --os-username myuser token issue

<

o

o

<

<

<

<

o

.

.
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Create OpenStack client environment scripts

The previous sections used a combination of environment variables and command options to interact
with the Identity service via the openstack client. To increase efficiency of client operations, OpenStack
supports simple client environment scripts also known as OpenRC files. These scripts typically contain
common options for all clients, but also support unique options. For more information, see the OpenStack
End User Guide.

Creating the scripts

Create client environment scripts for the admin and demo projects and users. Future portions of this
guide reference these scripts to load appropriate credentials for client operations.

Note: The paths of the client environment scripts are unrestricted. For convenience, you can place the
scripts in any location, however ensure that they are accessible and located in a secure place appropriate
for your deployment, as they do contain sensitive credentials.

1. Create and edit the admin-openrc file and add the following content:

Note: The OpenStack client also supports using a clouds.yaml file. For more information, see
the os-client-config.

Default
Default
admin
admin
ADMIN_PASS
http://controller:5000/v3

Replace ADMIN_PASS with the password you chose for the admin user in the Identity service.

2. Create and edit the demo-openrc file and add the following content:

Default
Default
myproject
myuser
DEMO_PASS
http://controller:5000/v3

Replace DEMO_PASS with the password you chose for the demo user in the Identity service.

28 Chapter 1. Keystone Installation Tutorial


https://docs.openstack.org/user-guide/common/cli_set_environment_variables_using_openstack_rc.html
https://docs.openstack.org/user-guide/common/cli_set_environment_variables_using_openstack_rc.html
http://docs.openstack.org/os-client-config/latest

Keystone Documentation, Release 23.0.3.dev3

Using the scripts

To run clients as a specific project and user, you can simply load the associated client environment script
prior to running them. For example:

1. Load the admin-openrc file to populate environment variables with the location of the Identity
service and the admin project and user credentials:

admin-openrc

2. Request an authentication token:

openstack token issue
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CHAPTER
TWO

GETTING STARTED

2.1 Keystone Architecture

Much of the design assumes that in most deployments auth backends will be shims in front of existing
user systems.

2.1.1 Services

Keystone is organized as a group of internal services exposed on one or many endpoints. Many of these
services are used in a combined fashion by the frontend. For example, an authenticate call will validate
user/project credentials with the Identity service and, upon success, create and return a token with the
Token service.

Identity

The Identity service provides auth credential validation and data about users and groups. In the basic case,
this data is managed by the Identity service, allowing it to also handle all CRUD operations associated
with this data. In more complex cases, the data is instead managed by an authoritative backend service.
An example of this would be when the Identity service acts as a frontend for LDAP. In that case the LDAP
server is the source of truth and the role of the Identity service is to relay that information accurately.

Users

Users represent an individual API consumer. A user itself must be owned by a specific domain, and
hence all user names are not globally unique, but only unique to their domain.

Groups

Groups are a container representing a collection of users. A group itself must be owned by a specific
domain, and hence all group names are not globally unique, but only unique to their domain.
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Resource

The Resource service provides data about projects and domains.

Projects

Projects represent the base unit of ownership in OpenStack, in that all resources in OpenStack should
be owned by a specific project. A project itself must be owned by a specific domain, and hence all project
names are not globally unique, but unique to their domain. If the domain for a project is not specified,
then it is added to the default domain.

Domains

Domains are a high-level container for projects, users and groups. Each is owned by exactly one domain.
Each domain defines a namespace where an API-visible name attribute exists. Keystone provides a
default domain, aptly named Default.

In the Identity v3 API, the uniqueness of attributes is as follows:
* Domain Name. Globally unique across all domains.
* Role Name. Unique within the owning domain.
* User Name. Unique within the owning domain.
* Project Name. Unique within the owning domain.
* Group Name. Unique within the owning domain.

Due to their container architecture, domains may be used as a way to delegate management of OpenStack
resources. A user in a domain may still access resources in another domain, if an appropriate assignment
is granted.

Assignment

The Assignment service provides data about roles and role assignments.

Roles

Roles dictate the level of authorization the end user can obtain. Roles can be granted at either the domain
or project level. A role can be assigned at the individual user or group level. Role names are unique within
the owning domain.
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Role Assignments

A 3-tuple that has a Role, a Resource and an Identity.

Token

The Token service validates and manages tokens used for authenticating requests once a users credentials
have already been verified.

Catalog

The Catalog service provides an endpoint registry used for endpoint discovery.

2.1.2 Application Construction

Keystone is an HTTP front-end to several services. Since the Rocky release Keystone uses the Flask-
RESTHful library to provide a REST API interface to these services.

Keystone defines functions related to Flask-RESTful in keystone. server. flask.common. Keystone
creates API resources which inherit from class keystone.server. flask.common.ResourceBase
and exposes methods for each supported HTTP methods GET, PUT , POST, PATCH and DELETE.
For example, the User resource will look like:

Routes for each API resource are defined by classes which inherit from keystone.server. flask.
common . APIBase. For example, the UserAPI will look like:
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class

The methods _add_resources() or _add_mapped_resources() in keystone.server.flask.
common . APTBase bind the resources with the APIs. Within each API, one or more managers are loaded
(for example, see keystone.catalog. core.Manager), which are thin wrapper classes which load the
appropriate service driver based on the keystone configuration.

* Assignment

keystone.api.role_assignments

keystone.api.role_inferences

keystone.api.roles

keystone.api.os_inherit

keystone.api.system

* Authentication
— keystone.api.auth
— keystone.api.ec2tokens
— keystone.api.s3tokens

* Catalog

keystone.api.endpoints

keystone.api.os_ep_filter

keystone.api.regions

keystone.api.services
* Credentials
— keystone.api.credentials
* Federation
— keystone.api.os_federation
* Identity
— keystone.api.groups

— keystone.api.users
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* Limits

— keystone.api.registered_limits

— keystone.api.limits
* QOauthl

— keystone.api.os_oauthl
* Policy

— keystone.api.policy
* Resource

— keystone.api.domains

— keystone.api.projects
* Revoke

— keystone.api.os_revoke
e Trust

— keystone.api.trusts

2.1.3 Service Backends

Each of the services can be configured to use a backend to allow keystone to fit a variety of environments
and needs. The backend for each service is defined in the keystone.conf file with the key driver under
a group associated with each service.

A general class exists under each backend to provide an abstract base class for any implementations,
identifying the expected service implementations. The abstract base classes are stored in the services
backends directory as base.py. The corresponding drivers for the services are:

* keystone.assignment.backends.base.AssignmentDriverBase

* keystone.assignment.role_backends.base.RoleDriverBase

* keystone.auth.plugins.base.AuthMethodHandler

* keystone.catalog.backends.base.CatalogDriverBase

* keystone.credential.backends.base.CredentialDriverBase

e keystone.endpoint_policy.backends.base.EndpointPolicyDriverBase
e keystone. federation.backends.base.FederationDriverBase

e keystone.identity.backends.base.IdentityDriverBase

e keystone.identity.mapping_backends.base.MappingDriverBase

e keystone.identity.shadow_backends.base.ShadowUsersDriverBase
* keystone.oauthl.backends.base.OauthlDriverBase

e keystone.policy.backends.base.PolicyDriverBase

e keystone.resource.backends.base.ResourceDriverBase

* keystone.resource.config_backends.base.DomainConfigDriverBase
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* keystone.revoke.backends.base.RevokeDriverBase
e keystone. token.providers.base.Provider
e keystone.trust.backends.base.TrustDriverBase

If you implement a backend driver for one of the keystone services, youre expected to subclass from these
classes.

Templated Backend

Largely designed for a common use case around service catalogs in the keystone project, a templated
backend is a catalog backend that simply expands pre-configured templates to provide catalog data.

Example paste.deploy config (uses $ instead of % to avoid ConfigParsers interpolation)

2.1.4 Data Model

Keystone was designed from the ground up to be amenable to multiple styles of backends. As such, many
of the methods and data types will happily accept more data than they know what to do with and pass
them on to a backend.

There are a few main data types:
» User: has account credentials, is associated with one or more projects or domains
* Group: a collection of users, is associated with one or more projects or domains
* Project: unit of ownership in OpenStack, contains one or more users
* Domain: unit of ownership in OpenStack, contains users, groups and projects
* Role: a first-class piece of metadata associated with many user-project pairs.
* Token: identifying credential associated with a user or user and project
« Extras: bucket of key-value metadata associated with a user-project pair.
* Rule: describes a set of requirements for performing an action.

While the general data model allows a many-to-many relationship between users and groups to projects
and domains; the actual backend implementations take varying levels of advantage of that functionality.
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2.1.5 Approach to CRUD

While it is expected that any real deployment at a large company will manage their users and groups in
their existing user systems, a variety of CRUD operations are provided for the sake of development and
testing.

CRUD is treated as an extension or additional feature to the core feature set, in that a backend is not
required to support it. It is expected that backends for services that dont support the CRUD operations
will raise a keystone. exception.NotImplemented.

2.1.6 Approach to Authorization (Policy)
Various components in the system require that different actions are allowed based on whether the user is
authorized to perform that action.
For the purposes of keystone there are only a couple levels of authorization being checked for:
* Require that the performing user is considered an admin.
* Require that the performing user matches the user being referenced.

Other systems wishing to use the policy engine will require additional styles of checks and will possibly
write completely custom backends. By default, keystone leverages policy enforcement that is maintained
in oslo.policy.

Rules

Given a list of matches to check for, simply verify that the credentials contain the matches. For example:

Credentials are generally built from the user metadata in the extras part of the Identity API. So, adding a
role to the user just means adding the role to the user metadata.
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Capability RBAC

(Not yet implemented.)

Another approach to authorization can be action-based, with a mapping of roles to which capabilities are
allowed for that role. For example:

In the backend this would look up the policy for action:nova:add_network and then do what is effectively
a Simple Match style match against the credentials.

2.1.7 Approach to Authentication
Keystone provides several authentication plugins that inherit from keystone.auth.plugins.base.
The following is a list of available plugins.

* keystone.auth.plugins.external.Base

e keystone.auth.plugins.mapped.Mapped

* keystone.auth.plugins.oauthl.OAuth

* keystone.auth.plugins.password.Password

e keystone.auth.plugins. token. Token

* keystone.auth.plugins.totp.TOTP

In the most basic plugin password, two pieces of information are required to authenticate with keystone,
a bit of Resource information and a bit of Identity.

Take the following call POST data for instance:

(continues on next page)
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(continued from previous page)

The user (ID of Oca8f6) is attempting to retrieve a token that is scoped to project (ID of 263fd9).

To perform the same call with names instead of IDs, we now need to supply information about the domain.
This is because usernames are only unique within a given domain, but user IDs are supposed to be unique
across the deployment. Thus, the auth request looks like the following:

For both the user and the project portion, we must supply either a domain ID or a domain name, in order
to properly determine the correct user and project.

Alternatively, if we wanted to represent this as environment variables for a command line, it would be:

1789d1
acme
userA
secretsecret
project-x

©H A A B A

Note that the project the user is attempting to access must be in the same domain as the user.
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What is Scope?

Scope is an overloaded term.

In reference to authenticating, as seen above, scope refers to the portion of the POST data that dictates
what Resource (project, domain, or system) the user wants to access.

In reference to tokens, scope refers to the effectiveness of a token, i.e.: a project-scoped token is only
useful on the project it was initially granted for. A domain-scoped token may be used to perform domain-
related function. A system-scoped token is only useful for interacting with APIs that affect the entire

deployment.

In reference to users, groups, and projects, scope often refers to the domain that the entity is owned by.

i.e.: auser in domain X is scoped to domain X.

2.2 Mapping of policy target to API

The following table shows the target in the policy.yaml file for each API.

Target API

identity:get_region GET /v3/regions/{region_id}
identity:list_regions GET /v3/regions
identity:create_region POST /v3/regions

identity:update_region

PATCH /v3/regions/{region_id}

identity:delete_region

DELETE /v3/regions/{region_id}

identity:get_service

GET /v3/services/{service_id}

identity:list_services

GET /v3/services

identity:create_service

POST /v3/services

identity:update_service

PATCH /v3/services/{service__id}

identity:delete_service

DELETE /v3/services/{service__id}

identity:get_endpoint

GET /v3/endpoints/{endpoint_id}

identity:list_endpoints

GET /v3/endpoints

identity:create_endpoint

POST /v3/endpoints

identity:update_endpoint

PATCH /v3/endpoints/{endpoint_id}

identity:delete_endpoint

DELETE /v3/endpoints/{endpoint_id}

identity:get_registered_limit

GET /v3/registered_limits/{registered_limit_id}

identity:list_registered_limits

GET /v3/registered_limits

identity:create_registered_limits

POST /v3/registered_limits

identity:update_registered_limit

PATCH /v3/registered_limits/{registered_limit_id}

identity:delete_registered_limit

DELETE /v3/registered_limits/{registered_limit_id}

identity:get_limit

GET /v3/limits/{limit_id}

identity:list_limits

GET /v3/limits

identity:create_limits

POST /v3/limits

identity:update_limit

PATCH /v3/limits/{limit_id}

identity:delete_limit

DELETE /v3/limits/{limit_id}

identity:get_limit_model

GET /v3/limits/model HEAD /v3/limits/model

identity:get_domain

GET /v3/domains/{domain_id}

identity:list_domains

GET /v3/domains

identity:create_domain

POST /v3/domains
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Table 1 — continued from pi

Target

API

identity:update_domain

PATCH /v3/domains/{domain_id}

identity:delete_domain

DELETE /v3/domains/{domain_id}

identity:get_project

GET /v3/projects/{project_id}

identity:list_projects GET /v3/projects
identity:list_user_projects GET /v3/users/{user_id}/projects
identity:create_project POST /v3/projects

identity:update_project

PATCH /v3/projects/{project_id}

identity:delete_project

DELETE /v3/projects/{project_id}

identity:get_project_tag

GET /v3/projects/{project_id}/tags/{tag_name} HEAD ,

identity:list_project_tags

GET /v3/projects/{project_id}/tags HEAD /v3/projects/|

identity:create_project_tag

PUT /v3/projects/{project_id}/tags/{tag_name}

identity:update_project_tags

PUT /v3/projects/{project_id }/tags

identity:delete_project_tag

DELETE /v3/projects/{project_id }/tags/{tag_name}

identity:delete_project_tags

DELETE /v3/projects/{project_id }/tags

identity:get_user

GET /v3/users/{user_id}

identity:list_users

GET /v3/users

identity:create_user

POST /v3/users

identity:update_user

PATCH /v3/users/{user_id}

identity:delete_user

DELETE /v3/users/{user_id}

identity:get_group

GET /v3/groups/{group_id}

identity:list_groups GET /v3/groups
identity:list_groups_for_user GET /v3/users/{user_id}/groups
identity:create_group POST /v3/groups

identity:update_group

PATCH /v3/groups/{group_id}

identity:delete_group

DELETE /v3/groups/{group_id}

identity:list_users_in_group

GET /v3/groups/{group_id}/users

identity:remove_user_from_group

DELETE /v3/groups/{group_id}/users/{user_id}

identity:check_user_in_group

GET /v3/groups/{group_id}/users/{user_id}

identity:add_user_to_group

PUT /v3/groups/{group_id}/users/{user_id}

identity:get_credential

GET /v3/credentials/{credential_id}

identity:list_credentials

GET /v3/credentials

identity:create_credential

POST /v3/credentials

identity:update_credential

PATCH /v3/credentials/{ credential_id}

identity:delete_credential

DELETE /v3/credentials/{credential_id}

identity:ec2_get_credential

GET /v3/users/{user_id }/credentials/OS-EC2/{credentia

identity:ec2_list_credentials

GET /v3/users/{user_id}/credentials/OS-EC2

identity:ec2_create_credential

POST /v3/users/{user_id}/credentials/OS-EC2

identity:ec2_delete_credential

DELETE /v3/users/{user_id}/credentials/OS-EC2/{cred

identity:get_role

GET /v3/roles/{role_id}

identity:list_roles

GET /v3/roles

identity:create_role

POST /v3/roles

identity:update_role

PATCH /v3/roles/{role_id}

identity:delete_role

DELETE /v3/roles/{role_id}

identity:get_domain_role

GET /v3/roles/{role_id} where role.domain_id is not nul

identity:list_domain_roles

GET /v3/roles?domain_id where role.domain_id is not n

identity:create_domain_role

POST /v3/roles where role.domain_id is not null

identity:update_domain_role

PATCH /v3/roles/{role_id} where role.domain_id is not

2.2. Mapping of policy target to API
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Table 1 — continued from pi

Target

API

identity:delete_domain_role

DELETE /v3/roles/{role_id} where role.domain_id is nc

identity:get_implied_role

GET /v3/roles/{prior_role_id}/implies/{implied_role_id

identity:list_implied_roles

GET /v3/roles/{prior_role_id}/implies

identity:create_implied_role

PUT /v3/roles/{prior_role_id}/implies/{implied_role_id

identity:delete_implied_role

DELETE /v3/roles/{prior_role_id}/implies/{implied_rol

identity:list_role_inference_rules

GET /v3/role_inferences

identity:check_implied_role

HEAD /v3/roles/{prior_role_id}/implies/{implied_role_

identity:check_grant

GET grant_resources

identity:list_grants

GET grant_collections

identity:create_grant

PUT grant_resources

identity:revoke_grant

DELETE grant_resources

identity:list_system_grants_for_user

GET /v3/system/users/{user_id }/roles

identity:check_system_grant_for_user

GET /v3/system/users/{user_id }/roles/{role_id}

identity:create_system_grant_for_user

PUT /v3/system/users/{user_id}/roles/{role_id}

identity:revoke_system_grant_for_user

DELETE /v3/system/users/{user_id}/roles/{role_id}

identity:list_system_grants_for_group

GET /v3/system/groups/{ group_id}/roles

identity:check_system_grant_for_group

GET /v3/system/groups/{ group_id}/roles/{role_id}

identity:create_system_grant_for_group

PUT /v3/system/groups/{group_id}/roles/{role_id}

identity:revoke_system_grant_for_group

DELETE /v3/system/groups/{group_id}/roles/{role_id}

identity:list_role_assignments

GET /v3/role_assignments

identity:list_role_assignments_for_tree

GET /v3/role_assignments?include_subtree

identity:get_policy

GET /v3/policy/{policy_id}

identity:list_policies

GET /v3/policy

identity:create_policy

POST /v3/policy

identity:update_policy

PATCH /v3/policy/{policy_id}

identity:delete_policy

DELETE /v3/policy/{policy_id}

identity:check_token HEAD /v3/auth/tokens
identity:validate_token GET /v3/auth/tokens
identity:revocation_list GET /v3/auth/tokens/OS-PKl/revoked
identity:revoke_token DELETE /v3/auth/tokens

identity:create_trust

POST /v3/OS-TRUST/trusts

identity:list_trusts

GET /v3/OS-TRUST/trusts

identity:list_trusts_for_trustor

GET /v3/OS-TRUST/trusts ?trustor_user_id={trustor_us:

identity:list_trusts_for_trustee

GET /v3/0OS-TRUST/trusts ?trustee_user_id={trustee_us

identity:list_roles_for_trust

GET /v3/0OS-TRUST/trusts/{trust_id }/roles

identity:get_role_for_trust

GET /v3/OS-TRUST/trusts/{trust_id }/roles/{role_id}

identity:delete_trust

DELETE /v3/OS-TRUST/trusts/{trust_id}

identity:get_trust

GET /v3/OS-TRUST/trusts/{trust_id}

identity:create_consumer

POST /v3/0S-OAUTH1/consumers

identity:get_consumer

GET /v3/0S-OAUTH1/consumers/{consumer_id }

identity:list_consumers

GET /v3/0S-OAUTH1/consumers

identity:delete_consumer

DELETE /v3/0OS-OAUTH 1/consumers/{consumer_id}

identity:update_consumer

PATCH /v3/0S-OAUTH1/consumers/{consumer_id}

identity:authorize_request_token

PUT /v3/0OS-OAUTH1/authorize/{request_token_id}

identity:list_access_token_roles

GET /v3/users/{user_id }/OS-OAUTH1/access_tokens/{:

identity:get_access_token_role

GET /v3/users/{user_id}/OS-OAUTH1/access_tokens/{:

identity:list_access_tokens

GET /v3/users/{user_id }/OS-OAUTH1/access_tokens
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Table 1 — continued from pi

Target

API

identity:get_access_token

GET /v3/users/{user_id }/OS-OAUTH1/access_tokens/{:

identity:delete_access_token

DELETE /v3/users/{user_id}/OS-OAUTH1/access_toke

identity:list_projects_for_endpoint

GET /v3/OS-EP-FILTER/endpoints/{endpoint_id }/proje

identity:add_endpoint_to_project

PUT /v3/OS-EP-FILTER/projects/{ project_id }/endpoint

identity:check_endpoint_in_project

GET /v3/0OS-EP-FILTER/projects/{project_id }/endpoint

identity:list_endpoints_for_project

GET /v3/0OS-EP-FILTER/projects/{project_id }/endpoint

identity:remove_endpoint_from_project

DELETE /v3/OS-EP-FILTER/projects/{ project_id }/end|

identity:create_endpoint_group

POST /v3/OS-EP-FILTER/endpoint_groups

identity:list_endpoint_groups

GET /v3/0S-EP-FILTER/endpoint_groups

identity:get_endpoint_group

GET /v3/0S-EP-FILTER/endpoint_groups/{endpoint_gi

identity:update_endpoint_group

PATCH /v3/0S-EP-FILTER/endpoint_groups/{endpoint

identity:delete_endpoint_group

DELETE /v3/0OS-EP-FILTER/endpoint_groups/{endpoil

identity:list_projects_associated_with_endpoint_group

GET /v3/OS-EP-FILTER/endpoint_groups/{endpoint_g:

identity:list_endpoints_associated_with_endpoint_group

GET /v3/OS-EP-FILTER/endpoint_groups/{endpoint_gi

identity:get_endpoint_group_in_project

GET /v3/OS-EP-FILTER/endpoint_groups/{endpoint_gi

identity:list_endpoint_groups_for_project

GET /v3/0OS-EP-FILTER/projects/{project_id }/endpoint

identity:add_endpoint_group_to_project

PUT /v3/OS-EP-FILTER/endpoint_groups/{endpoint_gt

identity:remove_endpoint_group_from_project

DELETE /v3/OS-EP-FILTER/endpoint_groups/{endpoi

identity:create_identity_provider

PUT /v3/OS-FEDERATION/identity_providers/{idp_id

identity:list_identity_providers

GET /v3/OS-FEDERATION/identity_providers

identity:get_identity_provider

GET /v3/OS-FEDERATION/identity_providers/{idp_id

identity:update_identity_provider

PATCH /v3/OS-FEDERATION/identity_providers/{idp_

identity:delete_identity_provider

DELETE /v3/0S-FEDERATION/identity_providers/{id

identity:create_protocol

PUT /v3/OS-FEDERATION/identity_providers/{idp_id

identity:update_protocol

PATCH /v3/OS-FEDERATION/identity_providers/{idp.

identity:get_protocol

GET /v3/0S-FEDERATION/identity_providers/{idp_id

identity:list_protocols

GET /v3/0S-FEDERATION/identity_providers/{idp_id

identity:delete_protocol

DELETE /v3/0OS-FEDERATION/identity_providers/{id

identity:create_mapping

PUT /v3/OS-FEDERATION/mappings/{mapping_id}

identity:get_mapping

GET /v3/0OS-FEDERATION/mappings/{ mapping_id}

identity:list_mappings

GET /v3/OS-FEDERATION/mappings

identity:delete_mapping

DELETE /v3/0S-FEDERATION/mappings/{ mapping_i

identity:update_mapping

PATCH /v3/0S-FEDERATION/mappings/{mapping_id

identity:create_service_provider

PUT /v3/OS-FEDERATION/service_providers/{sp_id}

identity:list_service_providers

GET /v3/0OS-FEDERATION/service_providers

identity:get_service_provider

GET /v3/0OS-FEDERATION/service_providers/{sp_id}

identity:update_service_provider

PATCH /v3/OS-FEDERATION/service_providers/{sp_i

identity:delete_service_provider

DELETE /v3/OS-FEDERATION/service_providers/{sp.

identity:get_auth_catalog GET /v3/auth/catalog
identity:get_auth_projects GET /v3/auth/projects
identity:get_auth_domains GET /v3/auth/domains
identity:get_auth_system GET /v3/auth/system

identity:list_projects_for_user

GET /v3/OS-FEDERATION/projects

identity:list_domains_for_user

GET /v3/0OS-FEDERATION/domains

identity:list_revoke_events

GET /v3/0S-REVOKE/events

identity:create_policy_association_for_endpoint

PUT /v3/policies/{policy_id}/OS-ENDPOINT-POLICY

identity:check_policy_association_for_endpoint

GET /v3/policies/{policy_id}/OS-ENDPOINT-POLICY

2.2. Mapping of policy target to API
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Table 1 — continued from pi

Target

API

identity:delete_policy_association_for_endpoint

DELETE /v3/policies/{policy_id }/OS-ENDPOINT-POL

identity:create_policy_association_for_service

PUT /v3/policies/{policy_id}/OS-ENDPOINT-POLICY

identity:check_policy_association_for_service

GET /v3/policies/{policy_id }/OS-ENDPOINT-POLICY

identity:delete_policy_association_for_service

DELETE /v3/policies/{policy_id}/OS-ENDPOINT-POL

identity:create_policy_association_for_region_and_service

PUT /v3/policies/{policy_id }/OS-ENDPOINT-POLICY

identity:check_policy_association_for_region_and_service

GET /v3/policies/{policy_id}/OS-ENDPOINT-POLICY

identity:delete_policy_association_for_region_and_service

DELETE /v3/policies/{policy_id}/OS-ENDPOINT-POL

identity:get_policy_for_endpoint

GET /v3/endpoints/{endpoint_id }/OS-ENDPOINT-POL

identity:list_endpoints_for_policy

GET /v3/policies/{policy_id}/OS-ENDPOINT-POLICY

identity:create_domain_config

PUT /v3/domains/{domain_id}/config

identity:get_domain_config

GET /v3/domains/{domain_id}/config GET /v3/domain:

identity:get_security_compliance_domain_config

GET /v3/domains/{domain_id}/config/security_complia

identity:update_domain_config

PATCH /v3/domains/{domain_id}/config PATCH /v3/dc

identity:delete_domain_config

DELETE /v3/domains/{domain_id}/config DELETE /v

identity:get_domain_config_default

GET /v3/domains/config/default GET /v3/domains/confi

identity:get_application_credential

GET /v3/users/{user_id}/application_credentials/{applic

identity:list_application_credentials

GET /v3/users/{user_id}/application_credentials

identity:create_application_credential

POST /v3/users/{user_id }/application_credential

identity:delete_application_credential

DELETE /v3/users/{user_id}/application_credential/{ap

identity:get_access_rule

GET /v3/users/{user_id}/access_rules/{access_rule_id}

identity:list_access_rules

GET /v3/users/{user_id}/access_rules

identity:delete_access_rule

DELETE /v3/users/{user_id}/access_rules/{access_rule

grant_resources are:

* /v3/projects/{project_id}/users/{user_id}/roles/{role_id}

* /v3/projects/{project_id}/groups/{group_id}/roles/{role_id}

¢ /v3/domains/{domain_id}/users/{user_id}/roles/{role_id}

* /v3/domains/{domain_id}/groups/{group_id}/roles/{role_id}

* /v3/OS-INHERIT/domains/{domain_id }/users/{user_id}/roles/{role_id}/inherited_to_projects

* /v3/OS-INHERIT/domains/{domain_id}/groups/{ group_id}/roles/{role_id}/inherited_to_projects

* /v3/OS-INHERIT/projects/{project_id }/users/{user_id }/roles/{role_id}/inherited_to_projects

* /v3/OS-INHERIT/projects/{project_id }/groups/{group_id}/roles/{role_id}/inherited_to_projects

grant_collections are:
* /v3/projects/{project_id}/users/{user_id}/roles
* /v3/projects/{project_id}/groups/{group_id}/roles
* /v3/domains/{domain_id}/users/{user_id }/roles

* /v3/domains/{domain_id}/groups/{group_id}/roles

* /v3/OS-INHERIT/domains/{domain_id}/groups/{group_id}/roles/inherited_to_projects

* /v3/OS-INHERIT/domains/{domain_id }/users/{user_id}/roles/inherited_to_projects
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2.3 Getting Involved

The OpenStack community is a very friendly group and there are places online to join in with the com-
munity. Feel free to ask questions. This document points you to some of the places where you can
communicate with people.

2.3.1 How to Join the Community

Our community welcomes all people interested in open source cloud computing, and there are no formal
membership requirements. The best way to join the community is to talk with others online or at a meetup
and offer contributions through Launchpad, the wiki, or blogs. We welcome all types of contributions,
from feature designs to documentation to testing to deployment scripts.

#openstack-keystone on OFTC IRC Network

You can find Keystone folks in irc://oftc.net/#openstack-keystone. This is usually the best place to ask
questions and find your way around. IRC stands for Internet Relay Chat and it is a way to chat online in
real time. You can also ask a question and come back to the log files to read the answer later. Logs for
the #openstack IRC channels are stored at http://eavesdrop.openstack.org/irclogs/.

For more information regarding OpenStack IRC channels please visit the OpenStack IRC Wiki.

Keystone on Launchpad
Launchpad is a code hosting that OpenStack is using to track bugs, feature work, and releases of Open-
Stack. Like other OpenStack projects, Keystone source code is hosted on opendev.org

* Keystone Project Page on Launchpad

* Keystone Source Repository

Within launchpad, we use bugs to report issues as well as to track feature work. If you are looking for
a place to get started contributing to keystone, please look at any bugs for Keystone that are tagged as
low-hanging-fruit.

OpenStack Blog

The OpenStack blog includes a weekly newsletter that aggregates OpenStack news from around the inter-
net, as well as providing inside information on upcoming events and posts from OpenStack contributors.

OpenStack Blog

See also: Planet OpenStack, an aggregation of blogs about OpenStack from around the internet, combined
into a web site and RSS feed. If youd like to contribute with your blog posts, there are instructions for
adding your blog.
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Twitter

Because all the cool kids do it: @openstack. Also follow the #openstack tag for relevant tweets.
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CHAPTER
THREE

CODE DOCUMENTATION

3.1 keystone

3.1.1 keystone package
Subpackages
keystone.api package
Submodules

keystone.api.auth module

class keystone.api.auth.AuthAPI (blueprint_url_prefix=", api_url_prefix="",
default_mediatype="application/json’, decorators=None,
errors=None)

Bases: keystone.server. flask.common.APIBase
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resource_mapping = [resource_map(resource=<class
'keystone.api.auth.AuthProjectsResource'>, url='/auth/projects’,
alternate_urls=[{'url': '/OS-FEDERATION/projects', 'json_home':
json_home_data(rel="https://docs.openstack.org/api/openstack-identity/3/
ext/OS-FEDERATION/1.0/rel/projects', status='stable', path_vars={})}],
kwargs={}, json_home_data=json_home_data(rel="https://docs.openstack.org/
api/openstack-identity/3/rel/auth_projects', status='stable',
path_vars={})), resource_map(resource=<class
'keystone.api.auth.AuthDomainsResource'>, url='/auth/domains’,
alternate_urls=[{'url': '/OS-FEDERATION/domains', 'json_home':
json_home_data(rel="https://docs.openstack.org/api/openstack-identity/3/
ext/OS-FEDERATION/1.0/rel/domains’', status='stable', path_vars={})}],
kwargs={}, json_home_data=json_home_data(rel="https://docs.openstack.org/
api/openstack-identity/3/rel/auth_domains', status='stable',
path_vars={})), resource_map(resource=<class
'keystone.api.auth.AuthSystemResource'>, url='/auth/system',
alternate_urls=None, kwargs={}, json_home_data=json_home_data(rel="https:/
/docs.openstack.org/api/openstack-identity/3/rel/auth_system',
status="stable', path_vars={})), resource_map(resource=<class
'keystone.api.auth.AuthCatalogResource'>, url='/auth/catalog’,
alternate_urls=None, kwargs={}, json_home_data=json_home_data(rel="https:/
/docs.openstack.org/api/openstack-identity/3/rel/auth_catalog’,
status="stable', path_vars={})), resource_map(resource=<class
'keystone.api.auth.AuthTokenOSPKIResource'>,
url="'/auth/tokens/0S-PKI/revoked', alternate_urls=None, kwargs={},
json_home_data=json_home_data(rel="https://docs.openstack.org/api/
openstack-identity/3/ext/0S-PKI/1.0/rel/revocations', status='stable',
path_vars={})), resource_map(resource=<class
'keystone.api.auth.AuthTokenResource'>, url='/auth/tokens',
alternate_urls=None, kwargs={}, json_home_data=json_home_data(rel="https:/
/docs.openstack.org/api/openstack-identity/3/rel/auth_tokens',
status="stable', path_vars={}))]

resources = []
class keystone.api.auth.AuthCatalogResource
Bases: keystone.api.auth._AuthFederationWebSSOBase

get()
Get service catalog for token.

GET/HEAD /v3/auth/catalog

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

class keystone.api.auth.AuthDomainsResource

Bases: keystone.server. flask.common.ResourceBase

collection_key = 'domains'

get()
Get possible domain scopes for token.
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GET/HEAD /v3/auth/domains GET/HEAD /v3/OS-FEDERATION/domains

member_key = 'domain'

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

class keystone.api.auth.AuthFederationAPI (blueprint_url_prefix=", api_url_prefix="",

default_mediatype="application/json’,
decorators=None, errors=None)

Bases: keystone.server. flask.common.APIBase

resource_mapping = [resource_map(resource=<class
'keystone.api.auth.AuthFederationSaml2Resource'>,
url="'/auth/0OS-FEDERATION/saml2', alternate_urls=None, kwargs={},
json_home_data=json_home_data(rel="https://docs.openstack.org/api/
openstack-identity/3/ext/0OS-FEDERATION/1.0/rel/saml2', status='stable',
path_vars={})), resource_map(resource=<class
'keystone.api.auth.AuthFederationSaml2ECPResource'>,
url="/auth/OS-FEDERATION/saml2/ecp', alternate_urls=None, kwargs={},
json_home_data=json_home_data(rel="https://docs.openstack.org/api/
openstack-identity/3/ext/0OS-FEDERATION/1.0/rel/ecp', status='stable',
path_vars={})), resource_map(resource=<class
'keystone.api.auth.AuthFederationWebSSOResource'>,
url="/auth/0S-FEDERATION/websso/<string:protocol_id>",
alternate_urls=None, kwargs={},
json_home_data=json_home_data(rel="https://docs.openstack.org/api/
openstack-identity/3/ext/0OS-FEDERATION/1.0/rel/websso', status='stable',
path_vars={'protocol_id': 'https://docs.openstack.org/api/
openstack-identity/3/ext/0OS-FEDERATION/1.0/param/protocol_id'})),
resource_map (resource=<class
'keystone.api.auth.AuthFederationWebSSOIDPsResource'>,
url="/auth/0OS-FEDERATION/identity_providers/<string:idp_id>/protocols/
<string:protocol_id>/websso', alternate_urls=None, kwargs={},
json_home_data=json_home_data(rel="https://docs.openstack.org/api/
openstack-identity/3/ext/OS-FEDERATION/1.0/rel/identity_providers_websso',
status="'stable', path_vars={'idp_id': 'https://docs.openstack.org/api/
openstack-identity/3/ext/OS-FEDERATION/1.0/param/idp_id', 'protocol_id':
'https://docs.openstack.org/api/openstack-identity/3/ext/0OS-FEDERATION/1.
0/param/protocol_id'}))]

resources = []

class keystone.api.auth.AuthFederationSaml2ECPResource

Bases: keystone.api.auth._AuthFederationWebSSOBase
get()

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET', 'POST'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.
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post()
Exchange a scoped token for an ECP assertion.

POST /v3/auth/OS-FEDERATION/saml2/ecp

class keystone.api.auth.AuthFederationSaml2Resource
Bases: keystone.api.auth._AuthFederationWebSSOBase

get(

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET', 'POST'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

post()
Exchange a scoped token for a SAML assertion.

POST /v3/auth/OS-FEDERATION/saml2

class keystone.api.auth.AuthFederationWebSSOIDPsResource
Bases: keystone.api.auth._AuthFederationWebSSOBase

get (idp_id, protocol_id)

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET', 'POST'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

post (idp_id, protocol_id)

class keystone.api.auth.AuthFederationWebSSOResource
Bases: keystone.api.auth._AuthFederationWebSSOBase
get (protocol_id)

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET', 'POST'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

post (protocol_id)

class keystone.api.auth.AuthProjectsResource
Bases: keystone.server. flask.common.ResourceBase
collection_key = 'projects'
getQ
Get possible project scopes for token.
GET/HEAD /v3/auth/projects GET/HEAD /v3/OS-FEDERATION/projects
member_key = 'project'

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.
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class keystone.api.auth.AuthSystemResource
Bases: keystone.api.auth._AuthFederationWebSSOBase

get(
Get possible system scopes for token.

GET/HEAD /v3/auth/system

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

class keystone.api.auth.AuthTokenOSPKIResource

Bases: flask_restful.Resource

getQ
Deprecated; get revoked token list.

GET/HEAD /v3/auth/tokens/OS-PKl/revoked

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

class keystone.api.auth.AuthTokenResource
Bases: keystone.api.auth._AuthFederationWebSSOBase

delete()

Revoke a token.
DELETE /v3/auth/tokens

get()
Validate a token.

HEAD/GET /v3/auth/tokens

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'DELETE', 'GET',
'POST'}
The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

post()
Issue a token.

POST /v3/auth/tokens

keystone.api.credentials module

class keystone.api.credentials.CredentialAPI (blueprint_url_prefix=", api_url_prefix="",
default_mediatype="application/json’,
decorators=None, errors=None)

Bases: keystone.server. flask.common.APIBase

resource_mapping = []
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resources = [<class 'keystone.api.credentials.CredentialResource'>]

class keystone.api.credentials.CredentialResource
Bases: keystone.server. flask.common.ResourceBase

collection_key = 'credentials'
delete(credential_id)
get(credential_id=None)
member_key = 'credential'

methods: t.ClassVar[t.Optional[t.Collection[str]]] =
"PATCH', 'POST'}

{'DELETE', 'GET',

The methods this view is registered for. Uses the same default (["GET", "HEAD",

"OPTIONS"]) as route and add_url_rule by default.

patch (credential_id)

post()

keystone.api.discovery module

class keystone.api.discovery.DiscoveryAPI

Bases: object

static instantiate_and_register_to_app (flask_app)

class keystone.api.discovery.MimeTypes

Bases: object

JSON = 'application/json'

JSON_HOME = 'application/json-home'
keystone.api.discovery.get_version_v3()
keystone.api.discovery.get_versions()

keystone.api.discovery.v3_mime_type_best_match()

keystone.api.domains module

class keystone.api.domains.DefaultConfigGroupResource

Bases: flask_restful.Resource

get (group=None)
Get default domain group config.

GET/HEAD /v3/domains/config/{ group }/default
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methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

class keystone.api.domains.DefaultConfigOptionResource
Bases: flask_restful.Resource
get (group=None, option=None)

Get default domain group option config.
GET/HEAD /v3/domains/config/{ group}/{option }/default

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

class keystone.api.domains.DefaultConfigResource
Bases: flask_restful.Resource
get()
Get default domain config.

GET/HEAD /v3/domains/config/default

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

class keystone.api.domains.DomainAPI (blueprint_url_prefix=", api_url_prefix=",

default_mediatype="application/json’,
decorators=None, errors=None)
Bases: keystone.server. flask.common.APIBase

CONFIG_GROUP =
'https://docs.openstack.org/api/openstack-identity/3/param/config_group'
CONFIG_OPTION =
'https://docs.openstack.org/api/openstack-identity/3/param/config_option'
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resource_mapping = [resource_map(resource=<class
'keystone.api.domains.DomainConfigResource'>,
url='/domains/<string:domain_id>/config', alternate_urls=None, kwargs={},
json_home_data=json_home_data(rel="https://docs.openstack.org/api/
openstack-identity/3/rel/domain_config', status='stable',
path_vars={'domain_id':
'https://docs.openstack.org/api/openstack-identity/3/param/domain_id'})),
resource_map (resource=<class
'keystone.api.domains.DomainConfigGroupResource'>,
url='/domains/<string:domain_id>/config/<string:group>',
alternate_urls=None, kwargs={}, json_home_data=json_home_data(rel="https:/
/docs.openstack.org/api/openstack-identity/3/rel/domain_config_group',
status="stable', path_vars={'domain_id':
'https://docs.openstack.org/api/openstack-identity/3/param/domain_id",
'group': 'https://docs.openstack.org/api/openstack-identity/3/param/
config_group'})), resource_map(resource=<class
'keystone.api.domains.DomainConfigOptionResource'>,
url='/domains/<string:domain_id>/config/<string:group>/<string:option>',
alternate_urls=None, kwargs={}, json_home_data=json_home_data(rel="https:/
/docs.openstack.org/api/openstack-identity/3/rel/domain_config_option',
status="stable', path_vars={'domain_id':
'https://docs.openstack.org/api/openstack-identity/3/param/domain_id',
'group':
'https://docs.openstack.org/api/openstack-identity/3/param/config_group',
'option': 'https://docs.openstack.org/api/openstack-identity/3/param/
config_option'})), resource_map(resource=<class
'keystone.api.domains.DefaultConfigResource'>,
url="'/domains/config/default', alternate_urls=None, kwargs={},
json_home_data=json_home_data(rel="https://docs.openstack.org/api/
openstack-identity/3/rel/domain_config_default', status='stable’,
path_vars={})), resource_map(resource=<class
'keystone.api.domains.DefaultConfigGroupResource'>,
url="'/domains/config/<string:group>/default’', alternate_urls=None,
kwargs={}, json_home_data=json_home_data(rel="https://docs.openstack.org/
api/openstack-identity/3/rel/domain_config_default_group',
status="stable', path_vars={'group': 'https://docs.openstack.org/api/
openstack-identity/3/param/config_group'})), resource_map(resource=<class
'keystone.api.domains.DefaultConfigOptionResource'>,
url="'/domains/config/<string:group>/<string:option>/default’,
alternate_urls=None, kwargs={},
json_home_data=json_home_data(rel="https://docs.openstack.org/api/
openstack-identity/3/rel/domain_config_default_option', status='stable',
path_vars={'group':
'https://docs.openstack.org/api/openstack-identity/3/param/config_group',
'option': 'https://docs.openstack.org/api/openstack-identity/3/param/
config_option'})), resource_map(resource=<class
'keystone.api.domains.DomainUserListResource'>,
url="'/domains/<string:domain_id>/users/<string:user_id>/roles’,
alternate_urls=None, kwargs={}, json_home_data=json_home_data(rel="https:/
/docs.openstack.org/api/openstack-identity/3/rel/domain_user_roles',
status="stable', path_vars={'domain_id':
'https://docs.openstack.org/api/openstack-identity/3/param/domain_id',
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resources = [<class 'keystone.api.domains.DomainResource'>]

class keystone.api.domains.DomainConfigBase
Bases: keystone.server. flask.common.ResourceBase
delete (domain_id=None, group=None, option=None)

Delete domain config.

DELETE /v3/domains/{domain_id}/config DELETE /v3/domains/{domain_id}/config/{group}
DELETE /v3/domains/{domain_id}/config/{ group}/{option}

get (domain_id=None, group=None, option=None)

Check if config option exists.

GET/HEAD /v3/domains/{domain_id}/config GET/HEAD
/v3/domains/{domain_id}/config/{group} GET/HEAD /v3/domains/{domain_id}/config/{group}/{option}

member_key = 'config'
methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'DELETE', 'GET',
'PATCH'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

patch (domain_id=None, group=None, option=None)
Update domain config option.

PATCH /v3/domains/{domain_id}/config PATCH /v3/domains/{domain_id}/config/{group}
PATCH /v3/domains/{domain_id}/config/{group}/{option}

class keystone.api.domains.DomainConfigGroupResource
Bases: keystone.api.domains.DomainConfigBase
Provides config group routing functionality.
This class leans on DomainConfigBase to provide the following APIs:

GET/HEAD /v3/domains/{domain_id}/config/{group} PATCH
/v3/domains/{domain_id}/config/{group} DELETE /v3/domains/{domain_id}/config/{ group}

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'DELETE', 'GET',
"PATCH'}
The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.
class keystone.api.domains.DomainConfigOptionResource

Bases: keystone.api.domains.DomainConfigBase
Provides config option routing functionality.
This class leans on DomainConfigBase to provide the following APIs:

GET/HEAD /v3/domains/{domain_id}/config/{group}/{option}
PATCH /v3/domains/{domain_id}/config/{group}/{option} DELETE
/v3/domains/{domain_id}/config/{group}/{option}
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methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'DELETE', 'GET',
'"PATCH'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

class keystone.api.domains.DomainConfigResource
Bases: keystone.api.domains.DomainConfigBase

Provides config routing functionality.
This class leans on DomainConfigBase to provide the following APIs:

GET/HEAD  /v3/domains/{domain_id}/config = PATCH /v3/domains/{domain_id}/config
DELETE /v3/domains/{domain_id}/config

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'DELETE', 'GET',
'PATCH', 'PUT'}
The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

put (domain_id)
Create domain config.
PUT /v3/domains/{domain_id}/config

class keystone.api.domains.DomainGroupListResource
Bases: flask_restful.Resource

get (domain_id=None, group_id=None)
List all domain grats for a specific group.

GET/HEAD /v3/domains/{domain_id}/groups/{group_id}/roles

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

class keystone.api.domains.DomainGroupResource
Bases: keystone.server. flask.common.ResourceBase

collection_key = 'grants'
delete(domain_id=None, group_id=None, role_id=None)
Revoke a role from a group on a domain.
DELETE /v3/domains/{domain_id }/groups/{group_id}/roles/{role_id}

get (domain_id=None, group_id=None, role_id=None)
Check if a group has a specific role on a domain.

GET/HEAD /v3/domains/{domain_id}/groups/{group_id}/roles/{role_id}

member_key = 'grant'

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'DELETE', 'GET',
IP'U"I'I}
The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.
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put (domain_id=None, group_id=None, role_id=None)

Grant a role to a group on a domain.
PUT /v3/domains/{domain_id}/groups/{group_id}/roles/{role_id}

class keystone.api.domains.DomainResource

Bases: keystone.server. flask.common.ResourceBase
collection_key = 'domains'
delete(domain_id)

Delete domain.

DELETE /v3/domains/{domain_id}

get (domain_id=None)

Get domain or list domains.
GET/HEAD /v3/domains GET/HEAD /v3/domains/{domain_id}
get_member_from_driver

member_key = 'domain'

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'DELETE’,
'"PATCH', 'POST'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",

"OPTIONS"]) as route and add_url_rule by default.

patch(domain_id)
Update domain.

PATCH /v3/domains/{domain_id}

post()
Create domain.

POST /v3/domains

class keystone.api.domains.DomainUserListResource

Bases: flask_restful.Resource

get (domain_id=None, user_id=None)

Get user grant.
GET/HEAD /v3/domains/{domain_id }/users/{user_id}/roles

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",

"OPTIONS"]) as route and add_url_rule by default.

class keystone.api.domains.DomainUserResource

Bases: keystone.server. flask.common.ResourceBase

collection_key = 'grants'
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delete(domain_id=None, user_id=None, role_id=None)

Revoke a role from user on a domain.
DELETE /v3/domains/{domain_id}/users/{user_id}/roles/{role_id}

get(domain_id=None, user_id=None, role_id=None)

Check if a user has a specific role on the domain.
GET/HEAD /v3/domains/{domain_id }/users/{user_id }/roles/{role_id}

member_key = 'grant'

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'DELETE', 'GET',

] PUT v }
The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

put (domain_id=None, user_id=None, role_id=None)

Create a role to a user on a domain.

PUT /v3/domains/{domain_id}/users/{user_id }/roles/{role_id}

keystone.api.ec2tokens module

class keystone.api.ec2tokens.EC2TokensAPI (blueprint_url_prefix=", api_url_prefix="",

default_mediatype="application/json’,
decorators=None, errors=None)

Bases: keystone.server. flask.common.APIBase

resource_mapping = [resource_map(resource=<class

'keystone.api.ec2tokens.EC2TokensResource'>, url='/ec2tokens’,

alternate_urls=None, kwargs={},

json_home_data=json_home_data(rel="https://docs.openstack.org/api/

openstack-identity/3/ext/0S-EC2/1.0/rel/ec2tokens', status='stable',

path_vars={}))]

resources = []
class keystone.api.ec2tokens.EC2TokensResource

Bases: keystone.api._shared.EC2_S3_Resource.ResourceBase

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET', 'POST'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

post()
Authenticate ec2 token.

POST /v3/ec2tokens
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keystone.api.endpoints module

class keystone.api.endpoints.EndpointAPI (blueprint_url_prefix=", api_url_prefix="",

default_mediatype="application/json’,
decorators=None, errors=None)

Bases: keystone.server. flask.common.APIBase

resource_mapping = [resource_map(resource=<class
'keystone.api.endpoints.EndpointPolicyEndpointResource'>,
url="'/endpoints/<string:endpoint_id>/0S-ENDPOINT-POLICY/policy’,
alternate_urls=None, kwargs={},
json_home_data=json_home_data(rel="https://docs.openstack.org/api/
openstack-identity/3/ext/0OS-ENDPOINT-POLICY/1.0/rel/endpoint_policy',
status="stable', path_vars={'endpoint_id': 'https://docs.openstack.org/
api/openstack-identity/3/param/endpoint_id'}))]

resources = [<class 'keystone.api.endpoints.EndpointResource'>]

class keystone.api.endpoints.EndpointPolicyEndpointResource

Bases: flask_restful.Resource
get (endpoint_id)

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

class keystone.api.endpoints.EndpointResource

Bases: keystone.server. flask.common.ResourceBase

collection_key = 'endpoints'
delete(endpoint_id)

get (endpoint_id=None)
get_member_from_driver
member_key = 'endpoint'

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'DELETE', 'GET',
'"PATCH', 'POST'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

patch(endpoint_id)

post()
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keystone.api.groups module

class keystone.api.groups.GroupAPI (blueprint_url_prefix=", api_url_prefix="",

default_mediatype="application/json’, decorators=None,
errors=None)

Bases: keystone.server. flask.common.APIBase

resource_mapping = [resource_map(resource=<class
'keystone.api.groups.GroupUsersResource'>,
url="'/groups/<string:group_id>/users', alternate_urls=None, kwargs={},
json_home_data=json_home_data(rel="https://docs.openstack.org/api/
openstack-identity/3/rel/group_users', status='stable',
path_vars={'group_id':
'https://docs.openstack.org/api/openstack-identity/3/param/group_id'})),
resource_map(resource=<class 'keystone.api.groups.UserGroupCRUDResource'>,
url="'/groups/<string:group_id>/users/<string:user_id>"',
alternate_urls=None, kwargs={}, json_home_data=json_home_data(rel="https:/
/docs.openstack.org/api/openstack-identity/3/rel/group_user',
status="stable', path_vars={'group_id':
'https://docs.openstack.org/api/openstack-identity/3/param/group_id',
'user_id':
'https://docs.openstack.org/api/openstack-identity/3/param/user_id'}))]

resources = [<class 'keystone.api.groups.GroupsResource'>]

class keystone.api.groups.GroupUsersResource

Bases: keystone.server. flask.common.ResourceBase

get (group_id)

Get list of users in group.
GET/HEAD /groups/{ group_id}/users

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

class keystone.api.groups.GroupsResource

Bases: keystone.server. flask.common.ResourceBase

collection_key = 'groups'

delete(group_id)
Delete group.

DELETE /groups/{group_id}
get (group_id=None)

get_member_from_driver

member_key = 'group'
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methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'DELETE', 'GET',
'"PATCH', 'POST'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

patch(group_id)
Update group.
PATCH /groups/{group_id}

post()
Create group.

POST /groups
class keystone.api.groups.UserGroupCRUDResource

Bases: flask_restful.Resource

delete(group_id, user_id)

Remove user from group.
DELETE /groups/{group_id }/users/{user_id}

get (group_id, user_id)

Check if a user is in a group.
GET/HEAD /groups/{ group_id}/users/{user_id}

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'DELETE', 'GET',

] PUT ] }
The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

put (group_id, user_id)
Add user to group.

PUT /groups/{group_id }/users/{user_id}

keystone.api.limits module

class keystone.api.limits.LimitModelResource

Bases: flask_restful .Resource
get()

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET'}
The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

class keystone.api.limits.LimitsAPI (blueprint_url_prefix="", api_url_prefix=",
default_mediatype="application/json’,
decorators=None, errors=None)

Bases: keystone.server. flask.common.APIBase
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resource_mapping = [resource_map(resource=<class
'keystone.api.limits.LimitModelResource'>, url='/limits/model’,
alternate_urls=None, kwargs={}, json_home_data=json_home_data(rel="https:/
/docs.openstack.org/api/openstack-identity/3/rel/limit_model’,
status="experimental', path_vars={}))]

resources = [<class 'keystone.api.limits.LimitsResource'>]

class keystone.api.limits.LimitsResource

Bases: keystone.server. flask.common.ResourceBase

collection_key = 'limits'

delete (limit_id)

get (limit_id=None)

get_member_from_driver
json_home_resource_status = 'experimental'
member_key = 'limit'

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'DELETE', 'GET',
'"PATCH', 'POST'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

patch(limit_id)

post()

keystone.api.os_ep_filter module

class keystone.api.os_ep_filter.EPFilterAPI (blueprint_url_prefix=", api_url_prefix="",
default_mediatype="application/json’,
decorators=None, errors=None)

Bases: keystone.server. flask.common.APIBase
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resource_mapping = [resource_map(resource=<class
'keystone.api.os_ep_filter.EPFilterEndpointProjectsResource’'>,
url="'/endpoints/<string:endpoint_id>/projects', alternate_urls=None,
kwargs={}, json_home_data=json_home_data(rel="https://docs.openstack.org/
api/openstack-identity/3/ext/0S-EP-FILTER/1.0/rel/endpoint_projects',
status="stable', path_vars={'endpoint_id': 'https://docs.openstack.org/
api/openstack-identity/3/param/endpoint_id'})),

resource_map (resource=<class
'keystone.api.os_ep_filter.EPFilterProjectsEndpointsResource'>,
url="'/projects/<string:project_id>/endpoints/<string:endpoint_id>",
alternate_urls=None, kwargs={},
json_home_data=json_home_data(rel="https://docs.openstack.org/api/
openstack-identity/3/ext/0S-EP-FILTER/1.0/rel/project_endpoint’,
status="stable', path_vars={'endpoint_id':
'https://docs.openstack.org/api/openstack-identity/3/param/endpoint_id"',
'project_id':
'https://docs.openstack.org/api/openstack-identity/3/param/project_id'})),
resource_map (resource=<class
'keystone.api.os_ep_filter.EPFilterProjectEndpointsListResource'>,
url="'/projects/<string:project_id>/endpoints’', alternate_urls=None,
kwargs={}, json_home_data=json_home_data(rel="https://docs.openstack.org/
api/openstack-identity/3/ext/0S-EP-FILTER/1.0/rel/project_endpoints',
status="stable', path_vars={'project_id':
'https://docs.openstack.org/api/openstack-identity/3/param/project_id'})),
resource_map(resource=<class 'keystone.api.os_ep_filter.
EndpointFilterProjectEndpointGroupsListResource'>,
url="'/projects/<string:project_id>/endpoint_groups', alternate_urls=None,
kwargs={},
json_home_data=json_home_data(rel="https://docs.openstack.org/api/
openstack-identity/3/ext/0S-EP-FILTER/1.0/rel/project_endpoint_groups',
status="'stable', path_vars={'project_id':
'https://docs.openstack.org/api/openstack-identity/3/param/project_id'})),
resource_map (resource=<class
'keystone.api.os_ep_filter.EndpointFilterEPGroupsEndpoints'>,
url="'/endpoint_groups/<string:endpoint_group_id>/endpoints’,
alternate_urls=None, kwargs={}, json_home_data=json_home_data(rel="https:/
/docs.openstack.org/api/openstack-identity/3/ext/0S-EP-FILTER/1.0/rel/
endpoints_in_endpoint_group', status='stable',
path_vars={'endpoint_group_id': 'https://docs.openstack.org/api/
openstack-identity/3/ext/0S-EP-FILTER/1.0/param/endpoint_group_id'})),
resource_map (resource=<class
'keystone.api.os_ep_filter.EndpointFilterEPGroupsProjects'>,
url="/endpoint_groups/<string:endpoint_group_id>/projects’,
alternate_urls=None, kwargs={}, json_home_data=json_home_data(rel="https:/
/docs.openstack.org/api/openstack-identity/3/ext/0S-EP-FILTER/1.0/rel/
projects_associated_with_endpoint_group', status='stable',
path_vars={'endpoint_group_id': 'https://docs.openstack.org/api/
openstack-identity/3/ext/0S-EP-FILTER/1.0/param/endpoint_group_id'})),
resource_map(resource=<class
'keystone.api.os_ep_filter.EPFilterGroupsProjectsResource'>, url='/
endpoint_groups/<string:endpoint_group_id>/projects/<string:project_id>",
alternate_urls=None, kwargs={}, json_home_data=json_home_data(rel="https:/

3.1. keypine_group_to_project_association', status='stable', 63
path_vars={'project_id':
'https://docs.openstack.org/api/openstack-identity/3/param/project_id',
'endnoint aroun id': 'httns://docs. onenstack ora’/ani/ovenstack-identitv/



Keystone Documentation, Release 23.0.3.dev3

resources = [<class 'keystone.api.os_ep_filter.EndpointGroupsResource'>]
class keystone.api.os_ep_filter.EPFilterEndpointProjectsResource
Bases: flask_restful .Resource

get (endpoint_id)

Return a list of projects associated with the endpoint.

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

class keystone.api.os_ep_filter.EPFilterGroupsProjectsResource

Bases: keystone.server. flask.common.ResourceBase

collection_key = 'project_endpoint_groups'
delete(endpoint_group_id, project_id)

get (endpoint_group_id, project_id)

member_key = 'project_endpoint_group'

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'DELETE', 'GET',

T PUT v }
The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

put (endpoint_group_id, project_id)

class keystone.api.os_ep_filter.EPFilterProjectEndpointsListResource
Bases: flask_restful .Resource
get(project_id)

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

class keystone.api.os_ep_filter.EPFilterProjectsEndpointsResource

Bases: flask_restful .Resource
delete(project_id, endpoint_id)
get (project_id, endpoint_id)

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'DELETE', 'GET',

] PUT ] }
The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

put (project_id, endpoint_id)

class keystone.api.os_ep_filter.EndpointFilterEPGroupsEndpoints

Bases: flask_restful .Resource
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get (endpoint_group_id)

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

class keystone.api.os_ep_filter.EndpointFilterEPGroupsProjects

Bases: flask_restful.Resource
get (endpoint_group_id)

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

class
keystone.api.os_ep_filter.EndpointFilterProjectEndpointGroupsListResource

Bases: flask_restful.Resource
get (project_id)

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

class keystone.api.os_ep_filter.EndpointGroupsResource

Bases: keystone.server. flask.common.ResourceBase

api_prefix = '/0S-EP-FILTER'

collection_key = 'endpoint_groups'

delete(endpoint_group_id)

get (endpoint_group_id=None)

json_home_parameter_rel_func(*, extension_version="1.0", parameter_name)
json_home_resource_rel_func (*, extension_version="1.0", resource_name)
member_key = 'endpoint_group'

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'DELETE', 'GET',
'"PATCH', 'POST'}
The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

patch(endpoint_group_id)

post()
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keystone.api.os_federation module

class keystone.api.os_federation.IDPProtocolsCRUDResource
Bases: keystone.api.os_federation._IdentityProvidersProtocolsResourceBase

delete(idp_id, protocol_id)
Delete a protocol from an IDP.

DELETE /OS-FEDERATION/identity_providers/ {idp_id}/protocols/{protocol_id}

get (idp_id, protocol_id)
Get protocols for an IDP.

HEAD/GET /OS-FEDERATION/identity_providers/ {idp_id}/protocols/{protocol_id}

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'DELETE', 'GET',
'PATCH', 'PUT'}
The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

patch (idp_id, protocol_id)
Update protocol for an IDP.

PATCH /OS-FEDERATION/identity_providers/ {idp_id}/protocols/{protocol_id}

put (idp_id, protocol_id)
Create protocol for an IDP.

PUT /OS-Federation/identity_providers/{idp_id }/protocols/{protocol_id}

class keystone.api.os_federation.IDPProtocolsListResource
Bases: keystone.api.os_federation._IdentityProvidersProtocolsResourceBase

get (idp_id)
List protocols for an IDP.

HEAD/GET /OS-FEDERATION/identity_providers/{idp_id}/protocols

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

class keystone.api.os_federation.IdentityProvidersResource

Bases: keystone.api.os_federation._ResourceBase

api_prefix = '/OS-FEDERATION'
collection_key = 'identity_providers'
delete(idp_id)

get (idp_id=None)

member_key = 'identity_provider'
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methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'DELETE', 'GET',
'PATCH', 'PUT'}
The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

patch (idp_id)
put (idp_id)
Create an idp resource for federated authentication.

PUT /OS-FEDERATION/identity_providers/{idp_id}

class keystone.api.os_federation.MappingResource

Bases: keystone.api.os_federation._ResourceBase
api_prefix = '/OS-FEDERATION'
collection_key = 'mappings'
delete(mapping_id)
Delete a mapping.
DELETE /OS-FEDERATION/mappings/{mapping_id}
get (mapping_id=None)
member_key = 'mapping'
methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'DELETE', 'GET',
'PATCH', 'PUT'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

patch(mapping_id)

Update a mapping.

PATCH /OS-FEDERATION/mappings/{mapping_id}
put (mapping_id)

Create a mapping.

PUT /OS-FEDERATION/mappings/{mapping_id}

class keystone.api.os_federation.O0SFederationAPI (blueprint_url_prefix=",

api_url_prefix=",
default_mediatype="application/json’,
decorators=None, errors=None)

Bases: keystone.server. flask.common.APIBase
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resource_mapping = [resource_map(resource=<class
'keystone.api.os_federation.SAML2MetadataResource'>,
url='/saml2/metadata', alternate_urls=None, kwargs={},
json_home_data=json_home_data(rel="https://docs.openstack.org/api/
openstack-identity/3/ext/OS-FEDERATION/1.0/rel/metadata’, status='stable',
path_vars={})), resource_map(resource=<class
'keystone.api.os_federation.OSFederationAuthResource'>, url="'/
identity_providers/<string:idp_id>/protocols/<string:protocol_id>/auth’',
alternate_urls=None, kwargs={}, json_home_data=json_home_data(rel="https:/
/docs.openstack.org/api/openstack-identity/3/ext/0S-FEDERATION/1.0/rel/
identity_provider_protocol_auth', status='stable', path_vars={'idp_id':
'https://docs.openstack.org/api/openstack-identity/3/ext/OS-FEDERATION/1.
0/param/idp_id', 'protocol_id':
'https://docs.openstack.org/api/openstack-identity/3/ext/OS-FEDERATION/1.
0/param/protocol_id'}))]

resources = []

class keystone.api.os_federation.OSFederationAuthResource
Bases: flask_restful .Resource

get (idp_id, protocol_id)

Authenticate from dedicated uri endpoint.
GET/HEAD /OS-FEDERATION/identity_providers/ {idp_id}/protocols/{protocol_id}/auth

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET', 'POST'}
The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

post (idp_id, protocol_id)
Authenticate from dedicated uri endpoint.

POST /OS-FEDERATION/identity_providers/ {idp_id}/protocols/{protocol_id}/auth

class keystone.api.os_federation.OSFederationIdentityProvidersAPI (blueprint_url_prefix=",
api_url_prefix="",
de-
Sfault_mediatype="application/jsc
decora-
tors=None,
errors=None)

Bases: keystone.server. flask.common.APIBase

resource_mapping = []

resources = [<class
'keystone.api.os_federation.IdentityProvidersResource'>]
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class keystone.api.os_federation.OSFederationIdentityProvidersProtocolsAPI (blueprint_url_prefix=
api_url_prefix=",
de-
fault_mediatype="apj
dec-
ora-
tors=None,
er-
rors=None)

Bases: keystone.server. flask.common.APIBase

resource_mapping = [resource_map(resource=<class
'keystone.api.os_federation.IDPProtocolsCRUDResource'>,
url="/0S-FEDERATION/identity_providers/<string:idp_id>/protocols/
<string:protocol_id>', alternate_urls=None, kwargs={},
json_home_data=json_home_data(rel="https://docs.openstack.org/api/
openstack-identity/3/ext/0OS-FEDERATION/1.0/rel/
identity_provider_protocol', status='stable', path_vars={'idp_id':
'https://docs.openstack.org/api/openstack-identity/3/ext/0OS-FEDERATION/1.
0/param/idp_id', 'protocol_id':
'https://docs.openstack.org/api/openstack-identity/3/ext/0OS-FEDERATION/1.
0/param/protocol_id'})), resource_map(resource=<class
'keystone.api.os_federation.IDPProtocolsListResource'>,
url="'/0S-FEDERATION/identity_providers/<string:idp_id>/protocols’,
alternate_urls=None, kwargs={}, json_home_data=json_home_data(rel="https:/
/docs.openstack.org/api/openstack-identity/3/ext/0OS-FEDERATION/1.0/rel/
identity_provider_protocols', status='stable', path_vars={'idp_id':
'https://docs.openstack.org/api/openstack-identity/3/ext/0OS-FEDERATION/1.
0/param/idp_id'}))]

resources = []

class keystone.api.os_federation.OSFederationMappingsAPI (blueprint_url_prefix=",
api_url_prefix=", de-
fault_mediatype="application/json’,
decorators=None,
errors=None)

Bases: keystone.server. flask.common.APIBase

resource_mapping = []
resources = [<class 'keystone.api.os_federation.MappingResource'>]

class keystone.api.os_federation.OSFederationServiceProvidersAPI (blueprint_url_prefix="",
api_url_prefix="",
de-
fault_mediatype="application/json
decora-
tors=None,
errors=None)

Bases: keystone.server. flask.common.APIBase

resource_mapping = []
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resources = [<class
'keystone.api.os_federation.ServiceProvidersResource'>]

class keystone.api.os_federation.SAML2MetadataResource

Bases: flask_restful .Resource

get()
Get SAML?2 metadata.

GET/HEAD /OS-FEDERATION/saml2/metadata

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

class keystone.api.os_federation.ServiceProvidersResource

Bases: keystone.api.os_federation._ResourceBase
api_prefix = '/OS-FEDERATION'
collection_key = 'service_providers'
delete(sp_id)
Delete a service provider.
DELETE /OS-FEDERATION/service_providers/{sp_id}
get (sp_id=None)
member_key = 'service_provider'
methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'DELETE', 'GET',
'PATCH', 'PUT'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

patch(sp_id)

Update a service provider.

PATCH /OS-FEDERATION/service_providers/{sp_id}
put (sp_id)

Create a service provider.

PUT /OS-FEDERATION/service_providers/{sp_id}

keystone.api.os_inherit module

class keystone.api.os_inherit.0SInheritAPI (blueprint_url_prefix="", api_url_prefix="",
default_mediatype="application/json’,
decorators=None, errors=None)

Bases: keystone.server. flask.common.APIBase
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resource_mapping = [resource_map(resource=<class
'keystone.api.os_inherit.0SInheritDomainGroupRolesResource'>,
url="'/domains/<string:domain_id>/groups/<string:group_id>/roles/
<string:role_id>/inherited_to_projects', alternate_urls=None, kwargs={},
json_home_data=json_home_data(rel="https://docs.openstack.org/api/
openstack-identity/3/ext/0OS-INHERIT/1.0/rel/
domain_group_role_inherited_to_projects', status='stable',
path_vars={'domain_id":
'https://docs.openstack.org/api/openstack-identity/3/param/domain_id',
'group_id':
'https://docs.openstack.org/api/openstack-identity/3/param/group_id',
'role_id':
'https://docs.openstack.org/api/openstack-identity/3/param/role_id'})),
resource_map (resource=<class
'keystone.api.os_inherit.0SInheritDomainGroupRolesListResource'>,
url="'/domains/<string:domain_id>/groups/<string:group_id>/roles/
inherited_to_projects', alternate_urls=None, kwargs={},
json_home_data=json_home_data(rel="https://docs.openstack.org/api/
openstack-identity/3/ext/0OS-INHERIT/1.0/rel/
domain_group_roles_inherited_to_projects', status='stable',
path_vars={'domain_id":
'https://docs.openstack.org/api/openstack-identity/3/param/domain_id',
'group_id':
'https://docs.openstack.org/api/openstack-identity/3/param/group_id'})),
resource_map (resource=<class
'keystone.api.os_inherit.0SInheritDomainUserRolesResource'>,
url="'/domains/<string:domain_id>/users/<string:user_id>/roles/
<string:role_id>/inherited_to_projects', alternate_urls=None, kwargs={},
json_home_data=json_home_data(rel="https://docs.openstack.org/api/
openstack-identity/3/ext/0OS-INHERIT/1.0/rel/
domain_user_role_inherited_to_projects', status='stable',
path_vars={'domain_id":
'https://docs.openstack.org/api/openstack-identity/3/param/domain_id',
'user_id':
'https://docs.openstack.org/api/openstack-identity/3/param/user_id',
'role_id':
'https://docs.openstack.org/api/openstack-identity/3/param/role_id'})),
resource_map(resource=<class
'keystone.api.os_inherit.OSInheritDomainUserRolesListResource'>,
url='/domains/<string:domain_id>/users/<string:user_id>/roles/
inherited_to_projects', alternate_urls=None, kwargs={},
json_home_data=json_home_data(rel="https://docs.openstack.org/api/
openstack-identity/3/ext/OS-INHERIT/1.0/rel/
domain_user_roles_inherited_to_projects', status='stable',
path_vars={'domain_id":
'https://docs.openstack.org/api/openstack-identity/3/param/domain_id',
'user_id':
'https://docs.openstack.org/api/openstack-identity/3/param/user_id'})),
resource_map(resource=<class
'keystone.api.os_inherit.OSInheritProjectUserResource'>,
url="'/projects/<string:project_id>/users/<string:user_id>/roles/
<str1ng role 1d>/1nher1ted to_prOJects , alternate_urls=None, kwargs—{},
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resources = []

class keystone.api.os_inherit.0SInheritDomainGroupRolesListResource

Bases: flask_restful .Resource

get (domain_id, group_id)
List roles (inherited) for a group on a domain.
GET/HEAD /OS-INHERIT/domains/{domain_id}/groups/{group_id}

/roles/inherited_to_projects

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET'}
The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

class keystone.api.os_inherit.0SInheritDomainGroupRolesResource

Bases: flask_restful.Resource

delete(domain_id, group_id, role_id)
Revoke an inherited grant for a group on a domain.
DELETE /OS-INHERIT/domains/{domain_id}/groups/{group_id}
/roles/{role_id}/inherited_to_projects
get(domain_id, group_id, role_id)
Check for an inherited grant for a group on a domain.

GET/HEAD /OS-INHERIT/domains/{domain_id}/groups/{group_id}
/roles/{role_id}/inherited_to_projects

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'DELETE', 'GET',
] PUT 1 }
The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.
put (domain_id, group_id, role_id)
Create an inherited grant for a group on a domain.
PUT /OS-INHERIT/domains/{domain_id}/groups/{group_id}
/roles/{role_id}/inherited_to_projects
class keystone.api.os_inherit.0SInheritDomainUserRolesListResource
Bases: flask_restful .Resource
get(domain_id, user_id)
List roles (inherited) for a user on a domain.
GET/HEAD /OS-INHERIT/domains/{domain_id}/users/{user_id}
/roles/inherited_to_projects
methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.
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class keystone.api.os_inherit.0SInheritDomainUserRolesResource

Bases: flask_restful.Resource

delete(domain_id, user_id, role_id)
Revoke a grant from a user on a domain.
DELETE /OS-INHERIT/domains/{domain_id}/users/{user_id}/roles
/{role_id}/inherited_to_projects
get(domain_id, user_id, role_id)
Check for an inherited grant for a user on a domain.

GET/HEAD /OS-INHERIT/domains/{domain_id }/users/{user_id}/roles
/{role_id}/inherited_to_projects

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'DELETE', 'GET',
] PUT ] }
The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.
put (domain_id, user_id, role_id)
Create an inherited grant for a user on a domain.
PUT /OS-INHERIT/domains/{domain_id}/users/{user_id}/roles/{role_id} /inher-
ited_to_projects
class keystone.api.os_inherit.0SInheritProjectGroupResource
Bases: flask_restful .Resource
delete(project_id, group_id, role_id)
Revoke an inherited grant for a group on a project.
DELETE /OS-INHERIT/projects/{project_id}/groups/{group_id}
/roles/{role_id}/inherited_to_projects
get (project_id, group_id, role_id)
Check for an inherited grant for a group on a project.

GET/HEAD /OS-INHERIT/projects/{project_id}/groups/{group_id}
/roles/{role_id}/inherited_to_projects

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'DELETE', 'GET',

] PUT | }
The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

put (project_id, group_id, role_id)
Create an inherited grant for a group on a project.
PUT /OS-INHERIT/projects/{project_id}/groups/{group_id}

/roles/{role_id}/inherited_to_projects
class keystone.api.os_inherit.0SInheritProjectUserResource

Bases: flask_restful .Resource
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delete(project_id, user_id, role_id)

Revoke an inherited grant for a user on a project.

DELETE /OS-INHERIT/projects/{project_id}/users/{user_id}
/roles/{role_id}/inherited_to_projects

get (project_id, user_id, role_id)
Check for an inherited grant for a user on a project.

GET/HEAD /OS-INHERIT/projects/{project_id}/users/{user_id}
/roles/{role_id}/inherited_to_projects

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'DELETE', 'GET',
IP'U"I'I}
The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

put (project_id, user_id, role_id)

Create an inherited grant for a user on a project.

PUT /OS-INHERIT/projects/{project_id}/users/{user_id}
/roles/{role_id}/inherited_to_projects

keystone.api.os_oauth1 module

class keystone.api.os_oauthl.AccessTokenResource

Bases: keystone.api.os_oauthl._OAuthlResourceBase

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET', 'POST'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

post()

class keystone.api.os_oauthl.AuthorizeResource
Bases: keystone.api.os_oauthl._OAuthlResourceBase

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET', 'PUT'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

put (request_token_id)

class keystone.api.os_oauthl.ConsumerResource

Bases: keystone.server. flask.common.ResourceBase

api_prefix = '/0S-OAUTH1'
collection_key = 'consumers'
delete(consumer_id)

get (consumer_id=None)

json_home_parameter_rel_func(*, extension_version="1.0", parameter_name)
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json_home_resource_rel_func(*, extension_version="1.0", resource_name)
member_key = 'consumer'

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'DELETE', 'GET',
"PATCH', 'POST'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

patch (consumer_id)

post()

class keystone.api.os_oauthl.0SAuthlAPI (blueprint_url_prefix=", api_url_prefix="",

default_mediatype="application/json’,
decorators=None, errors=None)

Bases: keystone.server. flask.common.APIBase

resource_mapping = [resource_map(resource=<class
'keystone.api.os_oauthl.RequestTokenResource'>, url='/request_token',
alternate_urls=None, kwargs={},
json_home_data=json_home_data(rel="https://docs.openstack.org/api/
openstack-identity/3/ext/0S-0AUTH1/1.0/rel/request_tokens',
status="stable', path_vars={})), resource_map(resource=<class
'keystone.api.os_oauthl.AccessTokenResource'>, url='/access_token',
alternate_urls=None, kwargs={},
json_home_data=json_home_data(rel="https://docs.openstack.org/api/
openstack-identity/3/ext/0S-0AUTH1/1.0/rel/access_tokens',
status="'stable', path_vars={})), resource_map(resource=<class
'keystone.api.os_oauthl.AuthorizeResource'>,
url="'/authorize/<string:request_token_id>', alternate_urls=None,
kwargs={}, json_home_data=json_home_data(rel="https://docs.openstack.org/
api/openstack-identity/3/ext/0S-0AUTH1/1.0/rel/authorize_request_token',
status="stable', path_vars={'request_token_id': 'https://docs.openstack.
org/api/openstack-identity/3/ext/0S-0AUTH1/1.0/param/request_token_id'}))]

resources = [<class 'keystone.api.os_oauthl.ConsumerResource'>]

class keystone.api.os_oauthl.RequestTokenResource

Bases: keystone.api.os_oauthl._OAuthlResourceBase

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET', 'POST'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

post()
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keystone.api.os_oauth2 module

class keystone.api.os_oauth2.AccessTokenResource

Bases: keystone.server. flask.common.ResourceBase

delete()

The method is not allowed.

get()
The method is not allowed.

head()

The method is not allowed.

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'DELETE', 'GET',
'HEAD', 'PATCH', 'POST', 'PUT'}
The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

patch()

The method is not allowed.

post()
Get an OAuth2.0 Access Token.

POST /v3/0S-OAUTH2/token

putQ
The method is not allowed.

class keystone.api.os_oauth2.0SAuth2APT (blueprint_url_prefix=", api_url_prefix=",

default_mediatype="application/json’,
decorators=None, errors=None)

Bases: keystone.server. flask.common.APIBase

resource_mapping = [resource_map(resource=<class
'keystone.api.os_oauth2.AccessTokenResource'>, url='/token',
alternate_urls=None, kwargs={}, json_home_data=json_home_data(rel="https:/
/docs.openstack.org/api/openstack-identity/3/ext/0S-0AUTH2/1.0/rel/token’,
status="stable', path_vars={}))]

keystone.api.os_revoke module

class keystone.api.os_revoke.0OSRevokeAPI (blueprint_url_prefix=", api_url_prefix="",

default_mediatype="application/json’,
decorators=None, errors=None)

Bases: keystone.server. flask.common.APIBase

resource_mapping = [resource_map(resource=<class
'keystone.api.os_revoke.OSRevokeResource'>, url='/events',
alternate_urls=None, kwargs={},
json_home_data=json_home_data(rel="https://docs.openstack.org/api/
openstack-identity/3/ext/0OS-REVOKE/1.0/rel/events', status='stable',
path_vars={}))]
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resources = []

class keystone.api.os_revoke.OSRevokeResource
Bases: flask_restful .Resource

get(

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

keystone.api.os_simple_cert module

class keystone.api.os_simple_cert.SimpleCertAPI (blueprint_url_prefix=",

api_url_prefix=",

default_mediatype="application/json’,

decorators=None, errors=None)
Bases: keystone.server. flask.common.APIBase
resource_mapping = [resource_map(resource=<class
'keystone.api.os_simple_cert.SimpleCertCAResource'>,
url="'/0S-SIMPLE-CERT/ca', alternate_urls=None, kwargs={},
json_home_data=json_home_data(rel="https://docs.openstack.org/api/
openstack-identity/3/ext/0S-SIMPLE-CERT/1.0/rel/ca_certificate’,
status="'stable', path_vars={})), resource_map(resource=<class
'keystone.api.os_simple_cert.SimpleCertListResource'>,
url="'/0S-SIMPLE-CERT/certificates', alternate_urls=None, kwargs={},
json_home_data=json_home_data(rel="https://docs.openstack.org/api/
openstack-identity/3/ext/0S-SIMPLE-CERT/1.0/rel/certificates’,
status="stable', path_vars={}))]

resources = []

class keystone.api.os_simple_cert.SimpleCertCAResource
Bases: flask_restful .Resource

get()

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET'}
The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.
class keystone.api.os_simple_cert.SimpleCertListResource
Bases: flask_restful.Resource

get(

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.
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keystone.api.policy module

class keystone.api.policy.EndpointPolicyAssociations

Bases: flask_restful.Resource

delete(policy_id, endpoint_id)

get (policy_id, endpoint_id)

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'DELETE', 'GET',

] PUT v }
The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

put (policy_id, endpoint_id)

class keystone.api.policy.EndpointPolicyResource

Bases: flask_restful.Resource
get (policy_id)

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

class keystone.api.policy.PolicyAPI (blueprint_url_prefix="", api_url_prefix="",
default_mediatype="application/json’,
decorators=None, errors=None)

Bases: keystone.server. flask.common.APIBase
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resource_mapping = [resource_map(resource=<class
'keystone.api.policy.EndpointPolicyResource'>,
url="'/policies/<string:policy_id>/0S-ENDPOINT-POLICY/endpoints’,
alternate_urls=None, kwargs={},
json_home_data=json_home_data(rel="https://docs.openstack.org/api/
openstack-identity/3/ext/0S-ENDPOINT-POLICY/1.0/rel/policy_endpoints',
status="stable', path_vars={'policy_id':
'https://docs.openstack.org/api/openstack-identity/3/param/policy_id'})),
resource_map (resource=<class
'keystone.api.policy.EndpointPolicyAssociations'>, url='/policies/
<string:policy_id>/0S-ENDPOINT-POLICY/endpoints/<string:endpoint_id>",
alternate_urls=None, kwargs={}, json_home_data=json_home_data(rel="https:/
/docs.openstack.org/api/openstack-identity/3/ext/0S-ENDPOINT-POLICY/1.0/
rel/endpoint_policy_association', status='stable', path_vars={'policy_id':
'https://docs.openstack.org/api/openstack-identity/3/param/policy_id’,
'endpoint_id': 'https://docs.openstack.org/api/openstack-identity/3/
param/endpoint_id'})), resource_map(resource=<class
'keystone.api.policy.ServicePolicyAssociations'>, url='/policies/
<string:policy_id>/0S-ENDPOINT-POLICY/services/<string:service_id>',
alternate_urls=None, kwargs={}, json_home_data=json_home_data(rel="https:/
/docs.openstack.org/api/openstack-identity/3/ext/0S-ENDPOINT-POLICY/1.0/
rel/service_policy_association', status='stable', path_vars={'policy_id':
'https://docs.openstack.org/api/openstack-identity/3/param/policy_id',
'service_id"':
'https://docs.openstack.org/api/openstack-identity/3/param/service_id'})),
resource_map (resource=<class
'keystone.api.policy.ServiceRegionPolicyAssociations'>,
url="'/policies/<string:policy_id>/0S-ENDPOINT-POLICY/services/
<string:service_id>/regions/<string:region_id>', alternate_urls=None,
kwargs={}, json_home_data=json_home_data(rel="https://docs.openstack.org/
api/openstack-identity/3/ext/0S-ENDPOINT-POLICY/1.0/rel/
region_and_service_policy_association', status='stable',
path_vars={'policy_id':
'https://docs.openstack.org/api/openstack-identity/3/param/policy_id',
'service_id"':
'https://docs.openstack.org/api/openstack-identity/3/param/service_id',
'region_id':
'https://docs.openstack.org/api/openstack-identity/3/param/region_id'}))]

resources = [<class 'keystone.api.policy.PolicyResource'>]

class keystone.api.policy.PolicyResource

Bases: keystone.server. flask.common.ResourceBase

collection_key = 'policies'
delete(policy_id)

get (policy_id=None)
member_key = 'policy'

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'DELETE', 'GET',
'"PATCH', 'POST'}

3.1.

keystone 79



Keystone Documentation, Release 23.0.3.dev3

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

patch(policy_id)

post()

class keystone.api.policy.ServicePolicyAssociations

Bases: flask_restful .Resource

delete(policy_id, service_id)
get(policy_id, service_id)

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'DELETE', 'GET',

] PUT v }
The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

put (policy_id, service_id)
class keystone.api.policy.ServiceRegionPolicyAssociations
Bases: flask_restful.Resource
delete(policy_id, service_id, region_id)
get (policy_id, service_id, region_id)

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'DELETE', 'GET',

] PUT | }
The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

put (policy_id, service_id, region_id)

keystone.api.projects module

class keystone.api.projects.ProjectAPI(blueprint_url_prefix=", api_url_prefix="",
default_mediatype="application/json’,
decorators=None, errors=None)

Bases: keystone.server. flask.common.APIBase
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resource_mapping = [resource_map(resource=<class
'keystone.api.projects.ProjectTagsResource'>,
url="'/projects/<string:project_id>/tags', alternate_urls=None, kwargs={},
json_home_data=json_home_data(rel="https://docs.openstack.org/api/
openstack-identity/3/rel/project_tags', status='stable',
path_vars={'project_id':
'https://docs.openstack.org/api/openstack-identity/3/param/project_id'})),
resource_map(resource=<class 'keystone.api.projects.ProjectTagResource'>,
url="'/projects/<string:project_id>/tags/<string:value>',
alternate_urls=None, kwargs={}, json_home_data=json_home_data(rel="https:/
/docs.openstack.org/api/openstack-identity/3/rel/project_tags',
status="stable', path_vars={'project_id':
'https://docs.openstack.org/api/openstack-identity/3/param/project_id’,
'value':
'https://docs.openstack.org/api/openstack-identity/3/param/tag_value'})),
resource_map(resource=<class
'keystone.api.projects.ProjectUserGrantResource'>, url='/projects/
<string:project_id>/users/<string:user_id>/roles/<string:role_id>',
alternate_urls=None, kwargs={}, json_home_data=json_home_data(rel="https:/
/docs.openstack.org/api/openstack-identity/3/rel/project_user_role’,
status="stable', path_vars={'project_id':
'https://docs.openstack.org/api/openstack-identity/3/param/project_id’,
'user_id':
'https://docs.openstack.org/api/openstack-identity/3/param/user_id',
'role_id':
'https://docs.openstack.org/api/openstack-identity/3/param/role_id'})),
resource_map(resource=<class
'keystone.api.projects.ProjectUserListGrantResource'>,
url="'/projects/<string:project_id>/users/<string:user_id>/roles’,
alternate_urls=None, kwargs={}, json_home_data=json_home_data(rel="https:/
/docs.openstack.org/api/openstack-identity/3/rel/project_user_roles',
status="stable', path_vars={'project_id':
'https://docs.openstack.org/api/openstack-identity/3/param/project_id’,
'user_id':
'https://docs.openstack.org/api/openstack-identity/3/param/user_id'})),
resource_map (resource=<class
'keystone.api.projects.ProjectGroupGrantResource'>, url='/projects/
<string:project_id>/groups/<string:group_id>/roles/<string:role_id>',
alternate_urls=None, kwargs={}, json_home_data=json_home_data(rel="https:/
/docs.openstack.org/api/openstack-identity/3/rel/project_group_role',
status="stable', path_vars={'project_id':
'https://docs.openstack.org/api/openstack-identity/3/param/project_id’,
'group_id':
'https://docs.openstack.org/api/openstack-identity/3/param/group_id',
'role_id':
'https://docs.openstack.org/api/openstack-identity/3/param/role_id'})),
resource_map(resource=<class
'keystone.api.projects.ProjectGroupListGrantResource'>,
url="'/projects/<string:project_id>/groups/<string:group_id>/roles’,
alternate_urls=None, kwargs={}, json_home_data=json_home_data(rel="https:/
/docs.openstack.org/api/openstack-identity/3/rel/project_group_roles',
status="stable', path_vars={'project_id':
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resources = [<class 'keystone.api.projects.ProjectResource'>]
class keystone.api.projects.ProjectGroupGrantResource
Bases: keystone.api.projects._ProjectGrantResourceBase

delete(project_id, group_id, role_id)

Delete grant of role for group on project.
DELETE /v3/projects/{project_id}/groups/{group_id}/roles/{role_id}

get(project_id, group_id, role_id)
Check grant for project, group, role.

GET/HEAD /v3/projects/{project_id/groups/{group_id}/roles/{role_id}

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'DELETE', 'GET',

] PUT ] }
The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

put (project_id, group_id, role_id)
Grant role for group on project.

PUT /v3/projects/{project_id}/groups/{ group_id}/roles/{role_id}

class keystone.api.projects.ProjectGroupListGrantResource
Bases: keystone.api.projects._ProjectGrantResourceBase

get(project_id, group_id)
List grants for group on project.

GET/HEAD /v3/projects/{project_id}/groups/{group_id}

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

class keystone.api.projects.ProjectResource
Bases: keystone.server. flask.common.ResourceBase

collection_key = 'projects'
delete(project_id)

Delete project.

DELETE /v3/projects/{project_id}

get (project_id=None)
Get project or list projects.

GET/HEAD /v3/projects GET/HEAD /v3/projects/{project_id}

get_member_£from_driver

member_key = 'project'
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methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'DELETE', 'GET',
'"PATCH', 'POST'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

patch(project_id)
Update project.
PATCH /v3/projects/{project_id}

post()
Create project.

POST /v3/projects

class keystone.api.projects.ProjectTagResource

Bases: keystone.api.projects._ProjectTagResourceBase
delete(project_id, value)
Delete a single tag from a project.
/v3/projects/{project_id }/tags/{ value}
get (project_id, value)
Get information for a single tag associated with a given project.
GET /v3/projects/{project_id}/tags/{value}

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'DELETE', 'GET',
IPUTI}
The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

put (project_id, value)
Add a single tag to a project.

PUT /v3/projects/{project_id}/tags/{value}

class keystone.api.projects.ProjectTagsResource

Bases: keystone.api.projects._ProjectTagResourceBase

delete(project_id)
Delete all tags associated with a given project.

DELETE /v3/projects/{project_id }/tags

get (project_id)
List tags associated with a given project.
GET /v3/projects/{project_id}/tags
methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'DELETE', 'GET',
] PUT | }
The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.
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put (project_id)

Update all tags associated with a given project.
PUT /v3/projects/{project_id}/tags

class keystone.api.projects.ProjectUserGrantResource
Bases: keystone.api.projects._ProjectGrantResourceBase

delete(project_id, user_id, role_id)

Delete grant of role for user on project.

DELETE /v3/projects/{project_id }/users/{user_id}/roles/{role_id}
get (project_id, user_id, role_id)

Check grant for project, user, role.

GET/HEAD /v3/projects/{project_id/users/{user_id}/roles/{role_id}

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'DELETE', 'GET',
IPUTI}
The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

put (project_id, user_id, role_id)

Grant role for user on project.
PUT /v3/projects/{project_id}/users/{user_id}/roles/{role_id}

class keystone.api.projects.ProjectUserListGrantResource

Bases: keystone.api.projects._ProjectGrantResourceBase

get (project_id, user_id)

List grants for user on project.
GET/HEAD /v3/projects/{project_id}/users/{user_id}

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

keystone.api.regions module

class keystone.api.regions.RegionAPI (blueprint_url_prefix=", api_url_prefix=",
default_mediatype="application/json’,
decorators=None, errors=None)

Bases: keystone.server. flask.common.APIBase
resource_mapping = []
resources = [<class 'keystone.api.regions.RegionResource'>]

class keystone.api.regions.RegionResource

Bases: keystone.server. flask.common.ResourceBase

collection_key = 'regions'
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delete(region_id)
get (region_id=None)
member_key = 'region'

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'DELETE', 'GET',
'"PATCH', 'POST', 'PUT'}
The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

patch(region_id)
post()

put (region_id)

keystone.api.registered_limits module

class keystone.api.registered_limits.RegisteredLimitResource

Bases: keystone.server. flask.common.ResourceBase
collection_key = 'registered_limits'
delete(registered_limit_id)

get (registered_limit_id=None)
json_home_resource_status = 'experimental'
member_key = 'registered_limit'

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'DELETE', 'GET',
'"PATCH', 'POST'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

patch(registered_limit_id)
post()

class keystone.api.registered_limits.RegisteredLimitsAPI (blueprint _url_prefix="",
api_url_prefix=", de-

fault_mediatype="application/json’,

decorators=None,
errors=None)

Bases: keystone.server. flask.common.APIBase
resource_mapping = []

resources = [<class
'keystone.api.registered_limits.RegisteredLimitResource'>]
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keystone.api.role_assignments module

class keystone.api.role_assignments.RoleAssignmentsAPI (blueprint_url_prefix=",
api_url_prefix=", de-
Sfault_mediatype="application/json’,
decorators=None,
errors=None)

Bases: keystone.server. flask.common.APIBase

resource_mapping = [resource_map(resource=<class
'keystone.api.role_assignments.RoleAssignmentsResource'>,
url="'/role_assignments', alternate_urls=None, kwargs={},
json_home_data=json_home_data(rel="https://docs.openstack.org/api/
openstack-identity/3/rel/role_assignments', status='stable',
path_vars={}))]

resources = []

class keystone.api.role_assignments.RoleAssignmentsResource
Bases: keystone.server. flask.common.ResourceBase

collection_key = 'role_assignments'

get(
List all role assignments.

GET/HEAD /v3/role_assignments

member_key = 'role_assignment'

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

keystone.api.role_inferences module

class keystone.api.role_inferences.RoleInferencesAPI (blueprint_url_prefix=",
api_url_prefix="", de-
Sfault_mediatype="application/json’,
decorators=None, errors=None)

Bases: keystone.server. flask.common.APIBase

resource_mapping = [resource_map(resource=<class
'keystone.api.role_inferences.RoleInferencesResource'>,
url='/role_inferences', alternate_urls=None, kwargs={},
json_home_data=json_home_data(rel="https://docs.openstack.org/api/
openstack-identity/3/rel/role_inferences', status='stable’,
path_vars={}))]

resources = []

class keystone.api.role_inferences.RoleInferencesResource
Bases: flask_restful .Resource
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get()
List role inference rules.

GET/HEAD /v3/role_inferences

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

keystone.api.roles module

class keystone.api.roles.RoleAPI (blueprint_url_prefix=", api_url_prefix=",
default_mediatype="application/json’, decorators=None,
errors=None)

Bases: keystone.server. flask.common.APIBase

resource_mapping = [resource_map(resource=<class
'keystone.api.roles.RoleImplicationListResource'>,
url="'/roles/<string:prior_role_id>/implies’', alternate_urls=None,
kwargs={}, json_home_data=json_home_data(rel="https://docs.openstack.org/
api/openstack-identity/3/rel/implied_roles', status='stable',
path_vars={'prior_role_id':
'https://docs.openstack.org/api/openstack-identity/3/param/role_id'})),
resource_map (resource=<class
'keystone.api.roles.RoleImplicationResource'>,
url="'/roles/<string:prior_role_id>/implies/<string:implied_role_id>",
alternate_urls=None, kwargs={}, json_home_data=json_home_data(rel="https:/
/docs.openstack.org/api/openstack-identity/3/rel/implied_role',
status="stable', path_vars={'prior_role_id"':
'https://docs.openstack.org/api/openstack-identity/3/param/role_id’,
'implied_role_id':
'https://docs.openstack.org/api/openstack-identity/3/param/role_id'}))]

resources = [<class 'keystone.api.roles.RoleResource'>]
class keystone.api.roles.RoleImplicationListResource
Bases: flask_restful.Resource
get (prior_role_id)
List Implied Roles.
GET/HEAD /v3/roles/{prior_role_id}/implies

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

class keystone.api.roles.RoleImplicationResource
Bases: flask_restful.Resource

delete(prior_role_id, implied_role_id)
Delete implied role.

DELETE /v3/roles/{prior_role_id}/implies/{implied_role_id}
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get (prior_role_id, implied_role_id)
Get implied role.

GET/HEAD /v3/roles/{prior_role_id}/implies/{implied_role_id}

head (prior_role_id, implied_role_id=None)

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'DELETE', 'GET',
'"HEAD', 'PUT'}
The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

put (prior_role_id, implied_role_id)

Create implied role.
PUT /v3/roles/{prior_role_id}/implies/{implied_role_id}

class keystone.api.roles.RoleResource

Bases: keystone.server. flask.common.ResourceBase
collection_key = 'roles'
delete(role_id)
Delete role.
DELETE /v3/roles/{role_id}
get (role_id=None)
Get role or list roles.

GET/HEAD /v3/roles GET/HEAD /v3/roles/{role_id}

get_member_from_driver
member_key = 'role’

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'DELETE', 'GET',
'"PATCH', 'POST'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

patch(role_id)
Update role.

PATCH /v3/roles/{role_id}

post()
Create role.

POST /v3/roles
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keystone.api.s3tokens module

class keystone.api.s3tokens.S3Api (blueprint_url_prefix=", api_url_prefix="",
default_mediatype="application/json’, decorators=None,
errors=None)

Bases: keystone.server. flask.common.APIBase

resource_mapping = [resource_map(resource=<class
'keystone.api.s3tokens.S3Resource'>, url='/s3tokens', alternate_urls=None,
kwargs={}, json_home_data=json_home_data(rel="https://docs.openstack.org/
api/openstack-identity/3/ext/s3tokens/1.0/rel/s3tokens’', status='stable',
path_vars={}))]

resources = []

class keystone.api.s3tokens.S3Resource
Bases: keystone.api._shared.EC2_S3_Resource.ResourceBase

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET', 'POST'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

post()
Authenticate s3token.

POST /v3/s3tokens

keystone.api.services module

class keystone.api.services.ServiceAPI (blueprint_url_prefix=", api_url_prefix="",
default_mediatype="application/json’,
decorators=None, errors=None)

Bases: keystone.server. flask.common.APIBase
resource_mapping = []
resources = [<class 'keystone.api.services.ServicesResource'>]

class keystone.api.services.ServicesResource
Bases: keystone.server. flask.common.ResourceBase

collection_key = 'services'
delete(service_id)

get (service_id=None)
member_key = 'service'

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'DELETE', 'GET',
'PATCH', 'POST'}
The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.
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patch(service_id)

post()

keystone.api.system module

class keystone.api.system.SystemAPI (blueprint_url_prefix=", api_url_prefix="",
default_mediatype="application/json’,
decorators=None, errors=None)

Bases: keystone.server. flask.common.APIBase

resource_mapping = [resource_map(resource=<class
'keystone.api.system.SystemUsersListResource'>,
url='/system/users/<string:user_id>/roles', alternate_urls=None,
kwargs={}, json_home_data=json_home_data(rel="https://docs.openstack.org/
api/openstack-identity/3/rel/system_user_roles', status='stable',
path_vars={'user_id':
'https://docs.openstack.org/api/openstack-identity/3/param/user_id'})),
resource_map (resource=<class 'keystone.api.system.SystemUsersResource'>,
url="'/system/users/<string:user_id>/roles/<string:role_id>",
alternate_urls=None, kwargs={}, json_home_data=json_home_data(rel="https:/
/docs.openstack.org/api/openstack-identity/3/rel/system_user_role',
status="stable', path_vars={'role_id':
'https://docs.openstack.org/api/openstack-identity/3/param/role_id’,
'user_id':
'https://docs.openstack.org/api/openstack-identity/3/param/user_id'})),
resource_map (resource=<class
'keystone.api.system.SystemGroupsRolesListResource'>,
url="/system/groups/<string:group_id>/roles', alternate_urls=None,
kwargs={}, json_home_data=json_home_data(rel="https://docs.openstack.org/
api/openstack-identity/3/rel/system_group_roles', status='stable',
path_vars={'group_id':
'https://docs.openstack.org/api/openstack-identity/3/param/group_id'})),
resource_map (resource=<class
'keystone.api.system.SystemGroupsRolestResource'>,
url="/system/groups/<string:group_id>/roles/<string:role_id>',
alternate_urls=None, kwargs={}, json_home_data=json_home_data(rel="https:/
/docs.openstack.org/api/openstack-identity/3/rel/system_group_role',
status="'stable', path_vars={'role_id':
'https://docs.openstack.org/api/openstack-identity/3/param/role_id’,
'group_id':
'https://docs.openstack.org/api/openstack-identity/3/param/group_id'}))]

resources = []

class keystone.api.system.SystemGroupsRolesListResource
Bases: flask_restful.Resource
get (group_id)

List all system grants for a specific group.

GET/HEAD /system/groups/{ group_id}/roles
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methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

class keystone.api.system.SystemGroupsRolestResource
Bases: flask_restful.Resource
delete(group_id, role_id)

Revoke a role from the group on the system.
DELETE /system/groups/{group_id}/roles/{role_id}
get (group_id, role_id)

Check if a group has a specific role on the system.
GET/HEAD /system/groups/{ group_id }/roles/{role_id}

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'DELETE', 'GET',
IPUTI}
The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

put (group_id, role_id)
Grant a role to a group on the system.
PUT /system/groups/{group_id}/roles/{role_id}
class keystone.api.system.SystemUsersListResource
Bases: flask_restful.Resource
get (user_id)
List all system grants for a specific user.

GET/HEAD /system/users/{user_id }/roles

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

class keystone.api.system.SystemUsersResource
Bases: flask_restful .Resource
delete(user_id, role_id)

Revoke a role from user on the system.
DELETE /system/users/{user_id}/roles/{role_id}

get (user_id, role_id)

Check if a user has a specific role on the system.
GET/HEAD /system/users/{user_id }/roles/{role_id}

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'DELETE', 'GET',
IPUTI}
The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.
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put Cuser_id, role_id)

Grant a role to a user on the system.

PUT /system/users/{user_id }/roles/{role_id}

keystone.api.trusts module

class keystone.api.trusts.RoleForTrustResource

Bases: flask_restful .Resource
get (trust_id, role_id)
Get a role that has been assigned to a trust.

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

property oslo_context

class keystone.api.trusts.RolesForTrustListResource

Bases: flask_restful.Resource
get (trust_id)

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

property oslo_context

class keystone.api.trusts.TrustAPI (blueprint_url_prefix=", api_url_prefix="",

default_mediatype="application/json’, decorators=None,
errors=None)

Bases: keystone.server. flask.common.APIBase

resource_mapping = [resource_map(resource=<class
'keystone.api.trusts.RolesForTrustListResource'>,
url="/trusts/<string:trust_id>/roles', alternate_urls=None, kwargs={},
json_home_data=json_home_data(rel="https://docs.openstack.org/api/
openstack-identity/3/ext/0S-TRUST/1.0/rel/trust_roles', status='stable',
path_vars={'trust_id': 'https://docs.openstack.org/api/
openstack-identity/3/ext/0S-TRUST/1.0/param/trust_id'})),

resource_map (resource=<class 'keystone.api.trusts.RoleForTrustResource'>,
url="'/trusts/<string:trust_id>/roles/<string:role_id>"',
alternate_urls=None, kwargs={},
json_home_data=json_home_data(rel="https://docs.openstack.org/api/
openstack-identity/3/ext/0S-TRUST/1.0/rel/trust_role', status='stable',
path_vars={'trust_id': 'https://docs.openstack.org/api/
openstack-identity/3/ext/0S-TRUST/1.0/param/trust_id', 'role_id':
'"https://docs.openstack.org/api/openstack-identity/3/param/role_id'}))]

resources = [<class 'keystone.api.trusts.TrustResource'>]
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class keystone.api.trusts.TrustResource

Bases: keystone.server. flask.common.ResourceBase
api_prefix = '/0S-TRUST'
collection_key = 'trusts'
delete(trust_id)
get (trust_id=None)
Dispatch for GET/HEAD or LIST trusts.

json_home_parameter_rel_func(*, extension_version="1.0", parameter_name)
json_home_resource_rel_func(*, extension_version="1.0", resource_name)
member_key = 'trust'

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'DELETE', 'GET',
'POST'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

post()
Create a new trust.

The User creating the trust must be the trustor.

keystone.api.users module

class keystone.api.users.0OAuthlAccessTokenCRUDResource
Bases: keystone.api.users._OAuthlResourceBase

delete(user_id, access_token_id)

Delete specific access token.

DELETE /v3/users/{user_id}/OS-OAUTH1/access_tokens/{access_token_id}
get(user_id, access_token_id)

Get specific access token.

GET/HEAD /v3/users/{user_id }/OS-OAUTH1/access_tokens/{access_token_id}

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'DELETE', 'GET'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

class keystone.api.users.0OAuthlAccessTokenRoleListResource

Bases: keystone.server. flask.common.ResourceBase
collection_key = 'roles’
get (user_id, access_token_id)

List roles for a user access token.

GET/HEAD /v3/users/{user_id}/OS-OAUTH1/access_tokens/ {access_token_id}/roles
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member_key = 'role'

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET'}
The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.
class keystone.api.users.0OAuthlAccessTokenRoleResource

Bases: keystone.server. flask.common.ResourceBase

collection_key = 'roles'

get (user_id, access_token_id, role_id)
Get role for access token.

GET/HEAD /v3/users/{user_id}/OS-OAUTH1/access_tokens/ {ac-
cess_token_id}/roles/{role_id}

member_key = 'role’

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET'}
The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.
class keystone.api.users.0OAuthlListAccessTokensResource

Bases: keystone.api.users._OAuthlResourceBase

get (user_id)
List OAuth1 Access Tokens for user.

GET /v3/users/{user_id }/OS-OAUTH1/access_tokens

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET'}
The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

class keystone.api.users.UserAPI (blueprint_url_prefix=", api_url_prefix="",
default_mediatype="application/json’, decorators=None,
errors=None)

Bases: keystone.server. flask.common.APIBase
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resource_mapping = [resource_map(resource=<class
'keystone.api.users.UserChangePasswordResource'>,
url="'/users/<string:user_id>/password', alternate_urls=None, kwargs={},
json_home_data=json_home_data(rel="https://docs.openstack.org/api/
openstack-identity/3/rel/user_change_password', status='stable',
path_vars={'user_id':
'https://docs.openstack.org/api/openstack-identity/3/param/user_id'})),
resource_map (resource=<class 'keystone.api.users.UserGroupsResource'>,
url="'/users/<string:user_id>/groups’', alternate_urls=None, kwargs={},
json_home_data=json_home_data(rel="https://docs.openstack.org/api/
openstack-identity/3/rel/user_groups', status='stable',
path_vars={'user_id':
'https://docs.openstack.org/api/openstack-identity/3/param/user_id'})),
resource_map(resource=<class 'keystone.api.users.UserProjectsResource'>,
url="'/users/<string:user_id>/projects', alternate_urls=None, kwargs={},
json_home_data=json_home_data(rel="https://docs.openstack.org/api/
openstack-identity/3/rel/user_projects', status='stable',
path_vars={'user_id':
'https://docs.openstack.org/api/openstack-identity/3/param/user_id'})),
resource_map (resource=<class
'keystone.api.users.UserOSEC2CredentialsResourcelListCreate'>,
url="'/users/<string:user_id>/credentials/0S-EC2', alternate_urls=None,
kwargs={}, json_home_data=json_home_data(rel="https://docs.openstack.org/
api/openstack-identity/3/ext/0S-EC2/1.0/rel/user_credentials’,
status="'stable', path_vars={'user_id':
'https://docs.openstack.org/api/openstack-identity/3/param/user_id'})),
resource_map(resource=<class
'keystone.api.users.UserOSEC2CredentialsResourceGetDelete'>,
url="'/users/<string:user_id>/credentials/0S-EC2/<string:credential_id>",
alternate_urls=None, kwargs={},
json_home_data=json_home_data(rel="https://docs.openstack.org/api/
openstack-identity/3/ext/0S-EC2/1.0/rel/user_credential', status='stable',
path_vars={'credential_id"':
'https://docs.openstack.org/api/openstack-identity/3/param/credential_id',
'user_id':
'https://docs.openstack.org/api/openstack-identity/3/param/user_id'})),
resource_map (resource=<class
'keystone.api.users.0OAuthlListAccessTokensResource'>,
url="'/users/<string:user_id>/0S-0AUTH1/access_tokens',
alternate_urls=None, kwargs={},
json_home_data=json_home_data(rel="https://docs.openstack.org/api/
openstack-identity/3/ext/0S-0AUTH1/1.0/rel/user_access_tokens',
status="'stable', path_vars={'user_id':
'https://docs.openstack.org/api/openstack-identity/3/param/user_id'})),
resource_map (resource=<class
'keystone.api.users.0OAuthlAccessTokenCRUDResource'>, url='/users/
<string:user_id>/0S-0AUTH1/access_tokens/<string:access_token_id>',
alternate_urls=None, kwargs={},
json_home_data=json_home_data(rel="https://docs.openstack.org/api/
openstack-identity/3/ext/0S-0AUTH1/1.0/rel/user_access_token',
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resources = [<class 'keystone.api.users.UserResource'>]
class keystone.api.users.UserAccessRuleGetDeleteResource
Bases: keystone.server. flask.common.ResourceBase
collection_key = 'access_rules'
delete(user_id, access_rule_id)
Delete access rule resource.
DELETE /v3/users/{user_id}/access_rules/{access_rule_id}

get (user_id, access_rule_id)

Get access rule resource.
GET/HEAD /v3/users/{user_id}/access_rules/{access_rule_id}
member_key = 'access_rule'

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'DELETE', 'GET'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

class keystone.api.users.UserAccessRuleListResource

Bases: keystone.server. flask.common.ResourceBase
collection_key = 'access_rules'
get (user_id)

List access rules for user.

GET/HEAD /v3/users/{user_id}/access_rules
member_key = 'access_rule'

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

class keystone.api.users.UserAppCredGetDeleteResource

Bases: keystone.server. flask.common.ResourceBase
collection_key = 'application_credentials'
delete(user_id, application_credential_id)
Delete application credential resource.
DELETE /v3/users/{user_id}/application_credentials/ {application_credential_id}

get (user_id, application_credential_id)

Get application credential resource.
GET/HEAD /v3/users/{user_id}/application_credentials/ {application_credential_id}

member_key = 'application_credential'
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methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'DELETE', 'GET'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

class keystone.api.users.UserAppCredListCreateResource

Bases: keystone.server. flask.common.ResourceBase
collection_key = 'application_credentials'
get (user_id)

List application credentials for user.

GET/HEAD /v3/users/{user_id}/application_credentials

member_key = 'application_credential’

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET', 'POST'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

post (user_id)

Create application credential.
POST /v3/users/{user_id}/application_credentials

class keystone.api.users.UserChangePasswordResource

Bases: keystone.server. flask.common.ResourceBase
get(user_id)

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET', 'POST'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

post (user_id)
class keystone.api.users.UserGroupsResource
Bases: keystone.server. flask.common.ResourceBase
collection_key = 'groups'
get(user_id)
Get groups for a user.
GET/HEAD /v3/users/{user_id}/groups

get_member_from_driver
member_key = 'group'

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET'}
The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.
class keystone.api.users.UserOSEC2CredentialsResourceGetDelete

Bases: keystone.api.users._UserOSEC2CredBaseResource
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delete(user_id, credential_id)
Delete a specific EC2 credential.

DELETE /users/{user_id}/credentials/OS-EC2/{credential_id}

get(user_id, credential_id)
Get a specific EC2 credential.

GET/HEAD /users/{user_id}/credentials/OS-EC2/{credential_id }

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'DELETE', 'GET'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

class keystone.api.users.UserOSEC2CredentialsResourcelListCreate

Bases: keystone.api.users._UserOSEC2CredBaseResource

get(user_id)
List EC2 Credentials for user.

GET/HEAD /v3/users/{user_id }/credentials/OS-EC2

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET', 'POST'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

post (user_id)
Create EC2 Credential for user.

POST /v3/users/{user_id }/credentials/OS-EC2

class keystone.api.users.UserProjectsResource

Bases: keystone.server. flask.common.ResourceBase

collection_key = 'projects'
get (user_id)
get_member_from_driver
member_key = 'project'

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'GET'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

class keystone.api.users.UserResource
Bases: keystone.server. flask.common.ResourceBase

collection_key = 'users'
delete(user_id)
Delete a user.

DELETE /v3/users/{user_id}
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get (user_id=None)
Get a user resource or list users.

GET/HEAD /v3/users GET/HEAD /v3/users/{user_id}

get_member_from_driver
member_key = 'user'

methods: t.ClassVar[t.Optional[t.Collection[str]]] = {'DELETE', 'GET',
'"PATCH', 'POST'}

The methods this view is registered for. Uses the same default (["GET", "HEAD",
"OPTIONS"]) as route and add_url_rule by default.

patch(user_id)
Update a user.

PATCH /v3/users/{user_id}

post()
Create a user.

POST /v3/users

Module contents

keystone.application_credential package

Subpackages

keystone.application_credential.backends package

Submodules

keystone.application_credential.backends.base module

class
keystone.application_credential.backends.base.ApplicationCredentialDriverBase

Bases: object

abstract authenticate(application_credential_id, secret)

Validate an application credential.
Parameters
» application_credential_id (str) Application Credential ID
e secret (str) Secret
Raises AssertionError If id or secret is invalid.

abstract create_application_credential (application_credential, roles)

Create a new application credential.
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Parameters

» application_credential (dict) Application Credential data

» roles (1ist) A list of roles that apply to the application_credential.
Returns a new application credential

abstract delete_access_rule(access rule_id)
Delete one access rule.

Parameters access_rule_id (str) Access Rule ID

abstract delete_access_rules_for_user (user_id)

Delete all access rules for user.
This is called when the user itself is deleted.
Parameters user_id (str) User ID

abstract delete_application_credential (application_credential_id)

Delete a single application credential.

Parameters application_credential_id (str) ID of the application creden-
tial to delete.

abstract delete_application_credentials_for_user (user_id)
Delete all application credentials for a user.

Parameters user_id ID of a user to whose application credentials should be
deleted.

abstract delete_application_credentials_for_user_on_project (user_id,
project_id)

Delete all application credentials for a user on a given project.
Parameters

» user_id (str) ID of a user to whose application credentials should be
deleted.

» project_id (str) ID of a project on which to filter application credentials.

abstract get_access_rule(access_rule_id)

Get an access rule by its ID.
Parameters access_rule_id (str) Access Rule ID

abstract get_application_credential (Capplication_credential_id)

Get an application credential by the credential id.
Parameters application_credential_id (str) Application Credential ID

abstract list_access_rules_for_user (user_id)

List the access rules that a user has created.

Access rules are only created as attributes of application credentials, they cannot be created
independently.

Parameters user_id (str) User ID

100 Chapter 3. Code Documentation



Keystone Documentation, Release 23.0.3.dev3

abstract list_application_credentials_for_user (user_id, hints)

List application credentials for a user.
Parameters
» user_id (str) User ID

* hints contains the list of filters yet to be satisfied. Any filters satisfied here
will be removed so that the caller will know if any filters remain.

keystone.application_credential.backends.sql module

class keystone.application_credential.backends.sql.AccessRuleModel (*args,
**kwargs)

Bases: sqlalchemy.orm.decl_api.Base, keystone.common.sql.core.ModelDictMixin

application_credential

attributes = ['external_id', 'user_id', 'service', 'path', 'method']
external_id

id

method

path

service

user_id

class keystone.application_credential.backends.sql.ApplicationCredential

Bases: keystone.application_credential.backends.base.
ApplicationCredentialDriverBase

authenticate (application_credential_id, secret)

Validate an application credential.
Parameters
» application_credential_id (str) Application Credential ID
e secret (str) Secret
Raises AssertionError If id or secret is invalid.

create_application_credential (application_credential, roles, access_rules=None)

Create a new application credential.
Parameters
» application_credential (dict) Application Credential data
» roles (1ist) A list of roles that apply to the application_credential.

Returns a new application credential
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delete_access_rule(access_rule_id)

Delete one access rule.
Parameters access_rule_id (str) Access Rule ID

delete_access_rules_for_user (user_id)
Delete all access rules for user.

This is called when the user itself is deleted.
Parameters user_id (str) User ID

delete_application_credential (application_credential_id)
Delete a single application credential.

Parameters application_credential_id (str) ID of the application creden-
tial to delete.

delete_application_credentials_for_user (user_id)

Delete all application credentials for a user.

Parameters user_id ID of a user to whose application credentials should be
deleted.

delete_application_credentials_for_user_on_project(user_id, project_id)

Delete all application credentials for a user on a given project.
Parameters

» user_id (str) ID of a user to whose application credentials should be
deleted.

» project_id (str) ID of a project on which to filter application credentials.

get_access_rule(access_rule_id)

Get an access rule by its ID.
Parameters access_rule_id (str) Access Rule ID

get_application_credential (application_credential_id)
Get an application credential by the credential id.

Parameters application_credential_id (str) Application Credential ID

list_access_rules_for_user (user_id, hints)

List the access rules that a user has created.

Access rules are only created as attributes of application credentials, they cannot be created
independently.

Parameters user_id (str) User ID

list_application_credentials_for_user (user_id, hints)
List application credentials for a user.

Parameters
e user_id (str) User ID

* hints contains the list of filters yet to be satisfied. Any filters satisfied here
will be removed so that the caller will know if any filters remain.
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class keystone.application_credential.backends.sql.ApplicationCredentialAccessRuleModel (*arg

**kV

Bases: sqlalchemy.orm.decl_api.Base, keystone.common.sql.core.ModelDictMixin

access_rule_id
application_credential_id

attributes = ['application_credential_id', 'access_rule_id']

class keystone.application_credential.backends.sql.ApplicationCredentialModel (*args,

**kwargs)

Bases: sqlalchemy.orm.decl_api.Base, keystone.common.sql.core.ModelDictMixin

access_rules

attributes = ['internal_id', 'id', 'name', 'secret_hash', 'description',
'user_id', 'project_id', 'system', 'expires_at', 'unrestricted']

description
expires_at
id
internal_id
name
project_id
roles
secret_hash
system
unrestricted

user_id

class keystone.application_credential.backends.sql.ApplicationCredentialRoleModel (*args,

**kwargs)

Bases: sqlalchemy.orm.decl_api.Base, keystone.common.sql.core.ModelDictMixin

application_credential_id
attributes = ['application_credential_id', 'role_id']

role_id
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Module contents
Submodules
keystone.application_credential.core module

Main entry point into the Application Credential service.

class keystone.application_credential.core.Manager

Bases: keystone. common.manager.Manager
Default pivot point for the Application Credential backend.

See keystone. common.manager.Manager for more details on how this dynamically calls the
backend.

authenticate(application_credential_id, secret)

Authenticate with an application credential.
Parameters
» application_credential_id (str) Application Credential ID
* secret (str) Application Credential secret

create_application_credential (application_credential, initiator=None)

Create a new application credential.
Parameters
» application_credential (dict) Application Credential data
* initiator CADF initiator
Returns a new application credential

delete_access_rule(access_rule_id, initiator=None)

Delete an access rule.
Parameters
e str access_rule_id: Access Rule ID
e initiator CADF initiator

Raises keystone.exception.AccessRuleNotFound If the access rule doesnt
exist.

delete_application_credential (application_credential_id, initiator=None)
Delete an application credential.

Parameters
» application_credential_id (str) Application Credential ID
e initiator CADF initiator

Raises keystone.exception.ApplicationCredentialNotFound If the ap-
plication credential doesnt exist.
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driver_namespace = 'keystone.application_credential’

get_access_rule(access_rule_id)
Get access rule details.

Parameters access_rule_id (str) Access Rule ID
Returns an access rule

get_application_credential (application_credential_id)
Get application credential details.

Parameters application_credential_id (str) Application Credential ID
Returns an application credential

list_access_rules_for_user (user_id, hints=None)

List access rules for user.
Parameters user_id (str) User ID
Returns a list of access rules

list_application_credentials (user_id, hints=None)

List application credentials for a user.
Parameters
» user_id (str) User ID
* hints (dict) Properties to filter on

Returns a list of application credentials

keystone.application_credential.schema module
Module contents

keystone.assignment package

Subpackages

keystone.assignment.backends package
Submodules
keystone.assignment.backends.base module

class keystone.assignment.backends.base.AssignmentDriverBase
Bases: object

abstract add_role_to_user_and_project (user_id, project_id, role_id)
Add a role to a user within given project.

Raises keystone.exception.Conflict If a duplicate role assignment exists.
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abstract check_grant_role_id(role_id, user_id=None, group_id=None,
domain_id=None, project_id=None,
inherited_to_projects=False)

Check an assignment/grant role id.

Raises keystone.exception.RoleAssignmentNotFound If the role assign-
ment doesnt exist.

Returns None or raises an exception if grant not found

abstract check_system_grant (role_id, actor_id, target_id, inherited)

Check if a user or group has a specific role on the system.
Parameters
» role_id the unique ID of the role to grant to the user
* actor_id the unique ID of the user or group
* target_id the unique ID or string representing the target
* inherited aboolean denoting if the assignment is inherited or not

abstract create_grant (role_id, user_id=None, group_id=None, domain_id=None,
project_id=None, inherited_to_projects=False)

Create a new assignment/grant.

If the assignment is to a domain, then optionally it may be specified as inherited to owned
projects (this requires the OS-INHERIT extension to be enabled).

abstract create_system_grant (role_id, actor_id, target_id, assignment_type, inherited)
Grant a user or group a role on the system.

Parameters
» role_id the unique ID of the role to grant to the user
* actor_id the unique ID of the user or group
* target_id the unique ID or string representing the target
* assignment_type a string describing the relationship of the assignment
* inherited aboolean denoting if the assignment is inherited or not

abstract delete_domain_assignments (domain_id)

Delete all assignments for a domain.

abstract delete_grant (role_id, user_id=None, group_id=None, domain_id=None,
project_id=None, inherited_to_projects=False)

Delete assignments/grants.

Raises keystone.exception.RoleAssignmentNotFound If the role assign-
ment doesnt exist.

abstract delete_group_assignments (group_id)

Delete all assignments for a group.

Raises keystone.exception.RoleNotFound If the role doesnt exist.
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abstract delete_project_assignments(project_id)

Delete all assignments for a project.
Raises keystone.exception.ProjectNotFound If the project doesnt exist.

abstract delete_role_assignments (role_id)

Delete all assignments for a role.

abstract delete_system_grant (role_id, actor_id, target_id, inherited)

Remove a system assignment from a user or group.
Parameters
» role_id the unique ID of the role to grant to the user
e actor_id the unique ID of the user or group
» target_id the unique ID or string representing the target
» inherited aboolean denoting if the assignment is inherited or not

abstract delete_user_assignments (user_id)

Delete all assignments for a user.
Raises keystone.exception.RoleNotFound If the role doesnt exist.

abstract list_grant_role_ids (user_id=None, group_id=None, domain_id=None,
project_id=None, inherited_to_projects=False)

List role ids for assignments/grants.

abstract list_role_assignments (role_id=None, user_id=None, group_ids=None,
domain_id=None, project_ids=None,
inherited_to_projects=None)

Return a list of role assignments for actors on targets.

Available parameters represent values in which the returned role assignments attributes need
to be filtered on.

abstract list_system_grants(actor_id, target_id, assignment_type)

Return a list of all system assignments for a specific entity.
Parameters
* actor_id the unique ID of the actor
* target_id the unique ID of the target
* assignment_type the type of assignment to return

abstract list_system_grants_by_role(role_id)

Return a list of system assignments associated to a role.
Parameters role_id the unique ID of the role to grant to the user

abstract remove_role_from_user_and_project (user_id, project_id, role_id)

Remove a role from a user within given project.

Raises keystone.exception.RoleNotFound If the role doesnt exist.
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keystone.assignment.backends.sql module

class keystone.assignment.backends.sqgl.Assignment
Bases: keystone.assignment.backends.base.AssignmentDriverBase

add_role_to_user_and_project (user_id, project_id, role_id)

Add a role to a user within given project.
Raises keystone.exception.Conflict If a duplicate role assignment exists.

check_grant_role_id(role_id, user_id=None, group_id=None, domain_id=None,
project_id=None, inherited_to_projects=False)

Check an assignment/grant role id.

Raises keystone.exception.RoleAssignmentNotFound If the role assign-
ment doesnt exist.

Returns None or raises an exception if grant not found

check_system_grant (role_id, actor_id, target_id, inherited)
Check if a user or group has a specific role on the system.

Parameters
» role_id the unique ID of the role to grant to the user
* actor_id the unique ID of the user or group
* target_id the unique ID or string representing the target
» inherited aboolean denoting if the assignment is inherited or not

create_grant (role_id, user_id=None, group_id=None, domain_id=None, project_id=None,
inherited_to_projects=False)

Create a new assignment/grant.

If the assignment is to a domain, then optionally it may be specified as inherited to owned
projects (this requires the OS-INHERIT extension to be enabled).

create_system_grant (role_id, actor_id, target_id, assignment_type, inherited)

Grant a user or group a role on the system.
Parameters
» role_id the unique ID of the role to grant to the user
* actor_id the unique ID of the user or group
» target_id the unique ID or string representing the target
* assignment_type a string describing the relationship of the assignment
» inherited aboolean denoting if the assignment is inherited or not
classmethod default_role_driver()

delete_domain_assignments (domain_id)

Delete all assignments for a domain.
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delete_grant (role_id, user_id=None, group_id=None, domain_id=None, project_id=None,
inherited_to_projects=False)

Delete assignments/grants.

Raises keystone.exception.RoleAssignmentNotFound If the role assign-
ment doesnt exist.

delete_group_assignments (group_id)

Delete all assignments for a group.
Raises keystone.exception.RoleNotFound If the role doesnt exist.

delete_project_assignments (project_id)
Delete all assignments for a project.

Raises keystone.exception.ProjectNotFound If the project doesnt exist.

delete_role_assignments(role_id)

Delete all assignments for a role.

delete_system_grant (role_id, actor_id, target_id, inherited)

Remove a system assignment from a user or group.
Parameters
» role_id the unique ID of the role to grant to the user
* actor_id the unique ID of the user or group
* target_id the unique ID or string representing the target
* inherited aboolean denoting if the assignment is inherited or not

delete_user_assignments (user_id)

Delete all assignments for a user.
Raises keystone.exception.RoleNotFound If the role doesnt exist.

list_grant_role_ids (user_id=None, group_id=None, domain_id=None, project_id=None,
inherited_to_projects=False)

List role ids for assignments/grants.

list_role_assignments (role_id=None, user_id=None, group_ids=None, domain_id=None,
project_ids=None, inherited_to_projects=None)

Return a list of role assignments for actors on targets.

Available parameters represent values in which the returned role assignments attributes need
to be filtered on.

list_system_grants (actor_id, target_id, assignment_type)

Return a list of all system assignments for a specific entity.
Parameters
* actor_id the unique ID of the actor
* target_id the unique ID of the target

* assignment_type the type of assignment to return
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list_system_grants_by_role (role_id)

Return a list of system assignments associated to a role.
Parameters role_id the unique ID of the role to grant to the user

remove_role_from_user_and_project (user_id, project_id, role_id)

Remove a role from a user within given project.

Raises keystone.exception.RoleNotFound If the role doesnt exist.

class keystone.assignment.backends.sql.AssignmentType

Bases: object

GROUP_DOMAIN = 'GroupDomain'
GROUP_PROJECT = 'GroupProject'
USER_DOMAIN = 'UserDomain'
USER_PROJECT = 'UserProject'

classmethod calculate_type (user_id, group_id, project_id, domain_id)

class keystone.assignment.backends.sql.RoleAssignment (*args, **kwargs)

Bases: sqlalchemy.orm.decl_api.Base, keystone.common.sql.core.ModelDictMixin
actor_id

attributes = ['"type', 'actor_id', 'target_id', 'role_id', 'inherited']
inherited

role_id

target_id

to_dict()

Override parent method with a simpler implementation.

RoleAssignment doesnt have non-indexed extra attributes, so the parent implementation is
not applicable.

type

class keystone.assignment.backends.sql.SystemRoleAssignment (*args, **kwargs)

Bases: sqlalchemy.orm.decl_api.Base, keystone.common.sql.core.ModelDictMixin

actor_id

attributes = ["type', 'actor_id', 'target_id', 'role_id', 'inherited']
inherited

role_id

target_id
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to_dict()

Override parent method with a simpler implementation.

RoleAssignment doesnt have non-indexed extra attributes, so the parent implementation is
not applicable.

type

Module contents
keystone.assignment.role_backends package
Submodules
keystone.assignment.role_backends.base module

class keystone.assignment.role_backends.base.RoleDriverBase

Bases: object

abstract create_implied_role(prior_role_id, implied_role_id)

Create a role inference rule.
Raises keystone.exception.RoleNotFound: If the role doesnt exist.

abstract create_role(role_id, role)

Create a new role.
Raises keystone.exception.Conflict If a duplicate role exists.

abstract delete_implied_role(prior_role_id, implied_role_id)

Delete a role inference rule.

Raises keystone.exception.ImpliedRoleNotFound If the implied role
doesnt exist.

abstract delete_role(role_id)

Delete an existing role.
Raises keystone.exception.RoleNotFound If the role doesnt exist.

abstract get_implied_role (prior_role_id, implied_role_id)

Get a role inference rule.

Raises keystone.exception.ImpliedRoleNotFound If the implied role
doesnt exist.

abstract get_role(role_id)
Get a role by ID.

Returns role_ref
Raises keystone.exception.RoleNotFound If the role doesnt exist.

abstract list_implied_roles(prior_role_id)

List roles implied from the prior role ID.

3.1. keystone 111



Keystone Documentation, Release 23.0.3.dev3

abstract list_role_inference_rules()

List all the rules used to imply one role from another.

abstract list_roles(hints)

List roles in the system.
Parameters hints filter hints which the driver should implement if at all possible.
Returns a list of role_refs or an empty list.

abstract list_roles_from_ids (role_ids)
List roles for the provided list of ids.

Parameters role_ids list of ids
Returns a list of role_refs.

This method is used internally by the assignment manager to bulk read a set of roles given
their ids.

abstract update_role(role_id, role)

Update an existing role.
Raises
e keystone.exception.RoleNotFound If the role doesnt exist.

» keystone.exception.Conflict If a duplicate role exists.

keystone.assignment.role_backends.resource_options module

keystone.assignment.role_backends.resource_options.register_role_options()

keystone.assignment.role_backends.sql module

class keystone.assignment.role_backends.sql.Role

Bases: keystone.assignment.role_backends.base.RoleDriverBase

create_implied_role(prior_role_id, implied_role_id)

Create a role inference rule.
Raises keystone.exception.RoleNotFound: If the role doesnt exist.

create_role(role_id, role)

Create a new role.
Raises keystone.exception.Conflict If a duplicate role exists.

delete_implied_role (prior_role_id, implied_role_id)

Delete a role inference rule.

Raises keystone.exception.ImpliedRoleNotFound If the implied role
doesnt exist.
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delete_role(role_id)

Delete an existing role.
Raises keystone.exception.RoleNotFound If the role doesnt exist.

get_implied_role(prior_role_id, implied_role_id)

Get a role inference rule.

Raises keystone.exception.ImpliedRoleNotFound If the implied role
doesnt exist.

get_role(role_id)
Get arole by ID.

Returns role_ref
Raises keystone.exception.RoleNotFound If the role doesnt exist.

list_implied_roles(prior_role_id)

List roles implied from the prior role ID.

list_role_inference_rules()

List all the rules used to imply one role from another.

list_roles(hints)

List roles in the system.
Parameters hints filter hints which the driver should implement if at all possible.
Returns a list of role_refs or an empty list.

list_roles_from_ids (ids)
List roles for the provided list of ids.

Parameters role_ids list of ids
Returns a list of role_refs.

This method is used internally by the assignment manager to bulk read a set of roles given
their ids.

update_role (role_id, role)

Update an existing role.
Raises
» keystone.exception.RoleNotFound If the role doesnt exist.

» keystone.exception.Conflict If a duplicate role exists.

3.1.

keystone 113



Keystone Documentation, Release 23.0.3.dev3

keystone.assignment.role_backends.sql_model module

class keystone.assignment.role_backends.sql_model.ImpliedRoleTable(*args,

**kwargs)

Bases: sqlalchemy.orm.decl_api.Base, keystone.common.sql.core.ModelDictMixin
attributes = ['prior_role_id', 'implied_role_id']
classmethod from_dict(dictionary)

Return a model instance from a dictionary.

implied_role_id
prior_role_id

to_dict()

Return a dictionary with models attributes.

overrides the fo_dict function from the base class to avoid having an extra field.

class keystone.assignment.role_backends.sql_model.RoleOption(option_id,

option_value)

Bases: sqlalchemy.orm.decl_api.Base

option_id
option_value

role_id

class keystone.assignment.role_backends.sql_model.RoleTable(*args, **kwargs)

Bases: sqlalchemy.orm.decl_api.Base, keystone.common.sql.core.
ModelDictMixinWithExtras

attributes = ['id', 'name', 'domain_id', 'description']
description

domain_id

extra

classmethod from_dict(role_dict)

id

name

resource_options_registry =
<keystone.common.resource_options.core.ResourceOptionRegistry object>

to_dict (include_extra_dict=False)
Return the models attributes as a dictionary.

If include_extra_dict is True, extra attributes are literally included in the resulting dictionary
twice, for backwards-compatibility with a broken implementation.
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Module contents
Submodules
keystone.assignment.core module

Main entry point into the Assignment service.

class keystone.assignment.core.Manager

Bases: keystone.common.manager.Manager
Default pivot point for the Assignment backend.

See keystone. common.manager.Manager for more details on how this dynamically calls the
backend.

add_implied_roles(role_refs)

Expand out implied roles.

The role_refs passed in have had all inheritance and group assignments expanded out. We
now need to look at the role_id in each ref and see if it is a prior role for some implied roles.
If it is, then we need to duplicate that ref, one for each implied role. We store the prior role
in the indirect dict that is part of such a duplicated ref, so that a caller can determine where
the assignment came from.

add_role_to_user_and_project (user_id, project_id, role_id)
check_system_grant_for_group (group_id, role_id)
Check if a group has a specific role on the system.
Parameters
» group_id the ID of the group in the assignment
» role_id the ID of the system role in the assignment

Raises keystone.exception.RoleAssignmentNotFound if the group doesnt
have a role assignment matching the role_id on the system

check_system_grant_for_user (user_id, role_id)

Check if a user has a specific role on the system.
Parameters
» user_id the ID of the user in the assignment
» role_id the ID of the system role in the assignment

Raises keystone.exception.RoleAssignmentNotFound if the user doesnt
have a role assignment matching the role_id on the system

create_grant (role_id, user_id=None, group_id=None, domain_id=None, project_id=None,
inherited_to_projects=False, initiator=None)

create_system_grant_for_group (group_id, role_id)

Grant a group a role on the system.

Parameters
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» group_id the ID of the group
» role_id the ID of the role to grant on the system

create_system_grant_for_user (user_id, role_id)

Grant a user a role on the system.
Parameters
* user_id the ID of the user
» role_id the ID of the role to grant on the system

delete_grant (role_id, user_id=None, group_id=None, domain_id=None, project_id=None,
inherited_to_projects=False, initiator=None)

delete_group_assignments (group_id)
delete_system_grant_for_group (group_id, role_id)
Remove a system grant from a group.
Parameters
» group_id the ID of the group
* role_id the ID of the role to remove from the group on the system

Raises keystone.exception.RoleAssignmentNotFound if the group doesnt
have a role assignment with role_id on the system

delete_system_grant_for_user (user_id, role_id)

Remove a system grant from a user.
Parameters
» user_id the ID of the user
» role_id the ID of the role to remove from the user on the system

Raises keystone.exception.RoleAssignmentNotFound if the user doesnt
have a role assignment with role_id on the system

delete_user_assignments (user_id)
driver_namespace = 'keystone.assignment'

get_grant (role_id, user_id=None, group_id=None, domain_id=None, project_id=None,
inherited_to_projects=False)

get_roles_for_groups (group_ids, project_id=None, domain_id=None)
Get a list of roles for this group on domain and/or project.

get_roles_for_trustor_and_project (trustor_id, project_id)

Get the roles associated with a trustor within given project.

This includes roles directly assigned to the trustor on the project, as well as those by virtue
of group membership or inheritance, but it doesnt include the domain roles.

Returns a list of role ids.

Raises keystone.exception.ProjectNotFound If the project doesnt exist.
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get_roles_for_user_and_domain(user_id, domain_id)

Get the roles associated with a user within given domain.
Returns a list of role ids.
Raises keystone.exception.DomainNotFound If the domain doesnt exist.

get_roles_for_user_and_project (user_id, project_id)

Get the roles associated with a user within given project.

This includes roles directly assigned to the user on the project, as well as those by virtue of
group membership or inheritance.

Returns a list of role ids.
Raises keystone.exception.ProjectNotFound If the project doesnt exist.

list_all_system_grants()

Return a list of all system grants.

list_domains_for_groups (group_ids)
list_domains_for_user (user_id)

list_grants(user_id=None, group_id=None, domain_id=None, project_id=None,
inherited_to_projects=False)

list_projects_for_groups (group_ids)
list_projects_for_user (user_id)

list_role_assignments (role_id=None, user_id=None, group_id=None, system=None,
domain_id=None, project_id=None, include_subtree=False,
inherited=None, effective=None, include_names=False,
source_from_group_ids=None, strip_domain_roles=True)

List role assignments, honoring effective mode and provided filters.

Returns a list of role assignments, where their attributes match the provided filters (role_id,
user_id, group_id, domain_id, project_id and inherited). If include_subtree is True, then as-
signments on all descendants of the project specified by project_id are also included. The
inherited filter defaults to None, meaning to get both non-inherited and inherited role assign-
ments.

If effective mode is specified, this means that rather than simply return the assignments that
match the filters, any group or inheritance assignments will be expanded. Group assignments
will become assignments for all the users in that group, and inherited assignments will be
shown on the projects below the assignment point. Think of effective mode as being the list
of assignments that actually affect a user, for example the roles that would be placed in a
token.

If include_names is set to true the entities names are returned in addition to their ids.

source_from_group_ids is a list of group IDs and, if specified, then only those assignments
that are derived from membership of these groups are considered, and any such assignments
will not be expanded into their user membership assignments. This is different to a group filter
of the resulting list, instead being a restriction on which assignments should be considered
before expansion of inheritance. This option is only used internally (i.e. it is not exposed
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at the API level) and is only supported in effective mode (since in regular mode there is no
difference between this and a group filter, other than it is a list of groups).

In effective mode, any domain specific roles are usually stripped from the returned assign-
ments (since such roles are not placed in tokens). This stripping can be disabled by specifying
strip_domain_roles=False, which is useful for internal calls like trusts which need to examine
the full set of roles.

list_system_grants_for_group (group_id)

Return a list of roles the group has on the system.
Parameters group_id the ID of the group
Returns a list of role assignments the group has system-wide

list_system_grants_for_user (user_id)

Return a list of roles the user has on the system.
Parameters user_id the ID of the user
Returns a list of role assignments the user has system-wide

list_user_ids_for_project (project_id)
remove_role_from_user_and_project (user_id, project_id, role_id)

class keystone.assignment.core.RoleManager

Bases: keystone.common.manager.Manager
Default pivot point for the Role backend.

create_implied_role(prior_role_id, implied_role_id)
create_role(role_id, role, initiator=None)
delete_implied_role(prior_role_id, implied_role_id)
delete_role(role_id, initiator=None)
driver_namespace = 'keystone.role'
get_role(role_id)

get_unique_role_by_name (role_name, hints=None)
list_roles(hints=None)

update_role (role_id, role, initiator=None)
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keystone.assignment.schema module

Module contents

keystone.auth package

Subpackages

keystone.auth.plugins package

Submodules
keystone.auth.plugins.application_credential module

class keystone.auth.plugins.application_credential.ApplicationCredential
Bases: keystone.auth.plugins.base.AuthMethodHandler

authenticate (auth_payload)
Authenticate an application.

keystone.auth.plugins.base module

class keystone.auth.plugins.base.AuthHandlerResponse (status, response_body,
response_data)

Bases: tuple

response_body
Alias for field number 1

response_data
Alias for field number 2

status
Alias for field number O

class keystone.auth.plugins.base.AuthMethodHandler
Bases: keystone.common.provider_api.ProviderAPIMixin, object

Abstract base class for an authentication plugin.

abstract authenticate(auth_payload)

Authenticate user and return an authentication context.

Parameters auth_payload (dict) the payload content of the authentication re-
quest for a given method

If successful, plugin must set user_id in response_data. method_name is used to convey
any additional authentication methods in case authentication is for re-scoping. For example,
if the authentication is for re-scoping, plugin must append the previous method names into
method_names; NOTE: This behavior is exclusive to the re-scope type action. Heres an
example of response_data on successful authentication:
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Plugins are invoked in the order in which they are specified in the methods attribute of the
identity object. For example, custom-plugin is invoked before password, which is
invoked before token in the following authentication request:

Returns AuthHandlerResponse with status set to True if auth was successful. If
status is False and this is a multi-step auth, the response_body can be in a
form of a dict for the next step in authentication.

Raises keystone.exception.Unauthorized for authentication failure
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keystone.auth.plugins.core module

class keystone.auth.plugins.core.AppCredInfo
Bases: keystone.auth.plugins. core.BaseUserInfo

class keystone.auth.plugins.core.BaseUserInfo
Bases: keystone.common.provider_api.ProviderAPIMixin, object

classmethod create (auth_payload, method_name)

class keystone.auth.plugins.core.TOTPUserInfo
Bases: keystone.auth.plugins. core.BaseUserInfo

class keystone.auth.plugins.core.UserAuthInfo
Bases: keystone.auth.plugins.core.BaseUserInfo

keystone.auth.plugins.core.construct_method_map_from_config()
Determine authentication method types for deployment.

Returns a dictionary containing the methods and their indexes

keystone.auth.plugins.core.convert_integer_to_method_list (method_int)
Convert an integer to a list of methods.

Parameters method_int an integer representing methods
Returns a corresponding list of methods

keystone.auth.plugins.core.convert_method_list_to_integer (methods)
Convert the method type(s) to an integer.

Parameters methods a list of method names

Returns an integer representing the methods

keystone.auth.plugins.external module

Keystone External Authentication Plugins.

class keystone.auth.plugins.external.Base
Bases: keystone.auth.plugins.base.AuthMethodHandler

authenticate (auth_payload)
Use REMOTE_USER to look up the user in the identity backend.

The user_id from the actual user from the REMOTE_USER env variable is placed in the
response_data.

class keystone.auth.plugins.external.DefaultDomain
Bases: keystone.auth.plugins.external.Base

class keystone.auth.plugins.external.Domain
Bases: keystone.auth.plugins.external.Base

class keystone.auth.plugins.external.KerberosDomain
Bases: keystone.auth.plugins.external.Domain

Allows kerberos as a method.
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keystone.auth.plugins.mapped module

class keystone.auth.plugins.mapped.Mapped
Bases: keystone.auth.plugins.base.AuthMethodHandler

authenticate (auth_payload)

Authenticate mapped user and set an authentication context.
Parameters auth_payload the content of the authentication for a given method

In addition to wuser_id in response_data, this plugin sets group_ids,
OS-FEDERATION:identity_provider and OS-FEDERATION:protocol

keystone.auth.plugins.mapped.apply_mapping_£filter (identity_provider, protocol,
assertion, resource_api,
federation_api, identity_apri)

keystone.auth.plugins.mapped.extract_assertion_data()
keystone.auth.plugins.mapped.get_user_unique_id_and_display_name (mapped_properties)
Setup federated username.

Function covers all the cases for properly setting user id, a primary identifier for identity objects.
Initial version of the mapping engine assumed user is identified by name and his id is built from
the name. We, however need to be able to accept local rules that identify user by either id or
name/domain.

The following use-cases are covered:
1) If neither user_name nor user_id is set raise exception.Unauthorized
2) If user_id is set and user_name not, set user_name equal to user_id

3) If user_id is not set and user_name is, set user_id as url safe version of user_name.

Parameters mapped_properties Properties issued by a RuleProcessor.
Type dictionary

Raises keystone.exception.Unauthorized If neither user_name nor user_id is
set.

Returns tuple with user identification

Return type tuple

keystone.auth.plugins.mapped.handle_scoped_token (token, federation_api, identity_api)

keystone.auth.plugins.mapped.handle_unscoped_token(auth_payload, resource_api,
federation_api, identity_api,
assignment_api, role_api)
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keystone.auth.plugins.oauth1 module

class keystone.auth.plugins.oauthl.OAuth
Bases: keystone.auth.plugins.base.AuthMethodHandler

authenticate (auth_payload)
Turn a signed request with an access key into a keystone token.

keystone.auth.plugins.password module

class keystone.auth.plugins.password.Password
Bases: keystone.auth.plugins.base.AuthMethodHandler

authenticate (auth_payload)
Try to authenticate against the identity backend.

keystone.auth.plugins.token module

class keystone.auth.plugins.token.Token
Bases: keystone.auth.plugins.base.AuthMethodHandler

authenticate (auth_payload)

Authenticate user and return an authentication context.

Parameters auth_payload (dict) the payload content of the authentication re-
quest for a given method

If successful, plugin must set user_id in response_data. method_name is used to convey
any additional authentication methods in case authentication is for re-scoping. For example,
if the authentication is for re-scoping, plugin must append the previous method names into
method_names; NOTE: This behavior is exclusive to the re-scope type action. Heres an
example of response_data on successful authentication:

Plugins are invoked in the order in which they are specified in the methods attribute of the
identity object. For example, custom-plugin is invoked before password, which is
invoked before token in the following authentication request:

(continues on next page)
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(continued from previous page)

Returns AuthHandlerResponse with status set to True if auth was successful. If
status is False and this is a multi-step auth, the response_body can be in a
form of a dict for the next step in authentication.

Raises keystone.exception.Unauthorized for authentication failure

keystone.auth.plugins.token.token_authenticate (foken)

keystone.auth.plugins.totp module

Time-based One-time Password Algorithm (TOTP) auth plugin.
TOTP is an algorithm that computes a one-time password from a shared secret key and the current time.

TOTP is an implementation of a hash-based message authentication code (HMAC). It combines a secret
key with the current timestamp using a cryptographic hash function to generate a one-time password.
The timestamp typically increases in 30-second intervals, so passwords generated close together in time
from the same secret key will be equal.
class keystone.auth.plugins.totp.TOTP

Bases: keystone.auth.plugins.base.AuthMethodHandler

authenticate (auth_payload)
Try to authenticate using TOTP.
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Module contents

Submodules

keystone.auth.core module

class keystone.auth.core.AuthContext

Bases: dict
Retrofitting auth_context to reconcile identity attributes.

The identity attributes must not have conflicting values among the auth plug-ins. The only excep-
tion is expires_at, which is set to its earliest value.

IDENTITY_ATTRIBUTES = frozenset({'access_token_id', 'domain_id',
'expires_at', 'project_id', 'user_id'})
update (E=None, **F)

Override update to prevent conflicting values.

class keystone.auth.core.AuthInfo (auth=None)

Bases: keystone.common.provider_api.ProviderAPIMixin, object
Encapsulation of auth request.
static create(auth=None, scope_only=False)
get_method_data(method)
Get the auth method payload.
Returns auth method payload

get_method_names ()

Return the identity method names.
Returns list of auth method names

get_scope()

Get scope information.
Verify and return the scoping information.

Returns (domain_id, project_id, trust_ref, unscoped, system). If scope to a
project, (None, project_id, None, None, None) will be returned. If scoped to a
domain, (domain_id, None, None, None, None) will be returned. If scoped to
a trust, (None, project_id, trust_ref, None, None), Will be returned, where the
project_id comes from the trust definition. If unscoped, (None, None, None,
unscoped, None) will be returned. If system_scoped, (None, None, None,
None, all) will be returned.

set_scope (domain_id=None, project_id=None, trust=None, unscoped=None, system=None)

Set scope information.

class keystone.auth.core.UserMFARulesValidator

Bases: keystone.common.provider_api.ProviderAPIMixin, object

Helper object that can validate the MFA Rules.
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classmethod check_auth_methods_against_rules(user_id, auth_methods)
Validate the MFA rules against the successful auth methods.

Parameters
e user_id (str) The users ID (uuid).
e auth_methods (set) List of methods that were used for auth

Returns Boolean, True means rules match and auth may proceed, False means
rules do not match.

keystone.auth.core.get_auth_method(method_name)
keystone.auth.core.load_auth_method (method)

keystone.auth.core.load_auth_methods ()

keystone.auth.schema module

keystone.auth.schema.validate_issue_token_auth (auth=None)

Module contents

keystone.catalog package

Subpackages
keystone.catalog.backends package
Submodules
keystone.catalog.backends.base module

class keystone.catalog.backends.base.CatalogDriverBase

Bases: keystone.common.provider_api.ProviderAPIMixin, object
Interface description for the Catalog driver.

abstract add_endpoint_group_to_project (endpoint_group_id, project_id)

Add an endpoint group to project association.
Parameters
* endpoint_group_id (string) identity of endpoint to associate
» project_id (string) identity of project to associate

Raises keystone.exception.Conflict If the endpoint group was already
added to the project.

Returns None.
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abstract add_endpoint_to_project (endpoint_id, project_id)

Create an endpoint to project association.
Parameters
* endpoint_id (string) identity of endpoint to associate
» project_id (string) identity of the project to be associated with
Raises keystone.exception.Conflict: If the endpoint was already added to project.
Returns None.

abstract check_endpoint_in_project (endpoint_id, project_id)

Check if an endpoint is associated with a project.
Parameters
* endpoint_id (string) identity of endpoint to check
» project_id (string) identity of the project associated with

Raises keystone.exception.NotFound If the endpoint was not found in the
project.

Returns None.

abstract create_endpoint (endpoint_id, endpoint_ref)

Create a new endpoint for a service.
Raises
» keystone.exception.Conflict If a duplicate endpoint exists.
e keystone.exception.ServiceNotFound If the service doesnt exist.

abstract create_endpoint_group (endpoint_group)

Create an endpoint group.
Parameters endpoint_group (dictionary) endpoint group to create
Raises keystone.exception.Conflict: If a duplicate endpoint group already exists.
Returns an endpoint group representation.

abstract create_region(region_ref)

Create a new region.
Raises
» keystone.exception.Conflict If the region already exists.
» keystone.exception.RegionNotFound If the parent region is invalid.

abstract create_service(service_id, service_ref)

Create a new service.
Raises keystone.exception.Conflict If a duplicate service exists.

abstract delete_association_by_endpoint (endpoint_id)

Remove all the endpoints to project association with endpoint.

Parameters endpoint_id (string) identity of endpoint to check
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Returns None

abstract delete_association_by_project (project_id)
Remove all the endpoints to project association with project.

Parameters project_id (string) identity of the project to check
Returns None

abstract delete_endpoint (endpoint_id)

Delete an endpoint for a service.
Raises keystone.exception.EndpointNotFound If the endpoint doesnt exist.

abstract delete_endpoint_group (endpoint_group_id)

Delete an endpoint group.
Parameters endpoint_group_id (string) identity of endpoint group to delete
Raises keystone.exception.NotFound If the endpoint group was not found.
Returns None.

abstract delete_endpoint_group_association_by_project (project_id)
Remove endpoint group to project associations.

Parameters project_id (string) identity of the project to check
Returns None

abstract delete_region(region_id)

Delete an existing region.
Raises keystone.exception.RegionNotFound If the region doesnt exist.

abstract delete_service(service_id)

Delete an existing service.
Raises keystone.exception.ServiceNotFound If the service doesnt exist.

abstract get_catalog(user_id, project_id)

Retrieve and format the current service catalog.

Example:

Returns A nested dict representing the service catalog or an empty dict.
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Raises keystone.exception.NotFound If the endpoint doesnt exist.

abstract get_endpoint (endpoint_id)
Get endpoint by id.

Returns endpoint_ref dict
Raises keystone.exception.EndpointNotFound If the endpoint doesnt exist.

abstract get_endpoint_group (endpoint_group_id)

Get an endpoint group.

Parameters endpoint_group_id (string) identity of endpoint group to re-
trieve

Raises keystone.exception.NotFound If the endpoint group was not found.
Returns an endpoint group representation.

abstract get_endpoint_group_in_project (endpoint_group_id, project_id)

Get endpoint group to project association.
Parameters
* endpoint_group_id (string) identity of endpoint group to retrieve
» project_id (string) identity of project to associate

Raises keystone.exception.NotFound If the endpoint group to the project
association was not found.

Returns a project endpoint group representation.

abstract get_region(region_id)
Get region by id.

Returns region_ref dict
Raises keystone.exception.RegionNotFound If the region doesnt exist.

abstract get_service(service_id)
Get service by id.

Returns service_ref dict
Raises keystone.exception.ServiceNotFound If the service doesnt exist.

get_v3_catalog(user_id, project_id)

Retrieve and format the current V3 service catalog.

Example:

(continues on next page)
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(continued from previous page)

Returns A list representing the service catalog or an empty list

Raises keystone.exception.NotFound If the endpoint doesnt exist.

abstract list_endpoint_groups (hints)
List all endpoint groups.

Returns None.

abstract list_endpoint_groups_for_project (project_id)
List all endpoint group to project associations for a project.

Parameters project_id (string) identity of project to associate
Returns None.

abstract list_endpoints (hints)
List all endpoints.

Parameters hints contains the list of filters yet to be satisfied. Any filters satisfied
here will be removed so that the caller will know if any filters remain.

Returns list of endpoint_refs or an empty list.

abstract list_endpoints_for_project (project_id)

List all endpoints associated with a project.
Parameters project_id (string) identity of the project to check
Returns a list of identity endpoint ids or an empty list.

abstract list_projects_associated_with_endpoint_group (endpoint_group_id)

List all projects associated with endpoint group.
Parameters endpoint_group_id (string) identity of endpoint to associate
Returns None.

abstract list_projects_for_endpoint (endpoint_id)

List all projects associated with an endpoint.
Parameters endpoint_id (string) identity of endpoint to check

Returns a list of projects or an empty list.
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abstract list_regions(hints)

List all regions.

Parameters hints contains the list of filters yet to be satisfied. Any filters satisfied
here will be removed so that the caller will know if any filters remain.

Returns list of region_refs or an empty list.

abstract list_services (hints)

List all services.

Parameters hints contains the list of filters yet to be satisfied. Any filters satisfied
here will be removed so that the caller will know if any filters remain.

Returns list of service_refs or an empty list.

abstract remove_endpoint_from_project (endpoint_id, project_id)
Remove an endpoint to project association.

Parameters
* endpoint_id (string) identity of endpoint to remove
» project_id (string) identity of the project associated with

Raises keystone.exception.NotFound If the endpoint was not found in the
project.

Returns None.

abstract remove_endpoint_group_£from_project (endpoint_group_id, project_id)

Remove an endpoint to project association.
Parameters
» endpoint_group_id (string) identity of endpoint to associate
» project_id (string) identity of project to associate

Raises keystone.exception.NotFound If endpoint group project association
was not found.

Returns None.

abstract update_endpoint (endpoint_id, endpoint_ref)
Get endpoint by id.

Returns endpoint_ref dict

Raises
* keystone.exception.EndpointNotFound If the endpoint doesnt exist.
e keystone.exception.ServiceNotFound If the service doesnt exist.

abstract update_endpoint_group (endpoint_group_id, endpoint_group)
Update an endpoint group.

Parameters
* endpoint_group_id (string) identity of endpoint group to retrieve

* endpoint_group (dictionary) A full or partial endpoint_group

3.1.

keystone 131



Keystone Documentation, Release 23.0.3.dev3

Raises keystone.exception.NotFound If the endpoint group was not found.
Returns an endpoint group representation.

abstract update_region(region_id, region_ref)
Update region by id.

Returns region_ref dict
Raises keystone.exception.RegionNotFound If the region doesnt exist.

abstract update_service(service_id, service_ref)

Update service by id.
Returns service_ref dict

Raises keystone.exception.ServiceNotFound If the service doesnt exist.

keystone.catalog.backends.sql module

class keystone.catalog.backends.sql.Catalog

Bases: keystone.catalog.backends.base.CatalogDriverBase

add_endpoint_group_to_project (endpoint_group_id, project_id)

Add an endpoint group to project association.
Parameters
» endpoint_group_id (string) identity of endpoint to associate
» project_id (string) identity of project to associate

Raises keystone.exception.Conflict If the endpoint group was already
added to the project.

Returns None.

add_endpoint_to_project (endpoint_id, project_id)
Create an endpoint to project association.

Parameters

* endpoint_id (string) identity of endpoint to associate

» project_id (string) identity of the project to be associated with
Raises keystone.exception.Conflict: If the endpoint was already added to project.
Returns None.

check_endpoint_in_project (endpoint_id, project_id)
Check if an endpoint is associated with a project.

Parameters
* endpoint_id (string) identity of endpoint to check
» project_id (string) identity of the project associated with

Raises keystone.exception.NotFound If the endpoint was not found in the
project.
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Returns None.

create_endpoint (endpoint_id, endpoint)

Create a new endpoint for a service.
Raises
» keystone.exception.Conflict If a duplicate endpoint exists.
» keystone.exception.ServiceNotFound If the service doesnt exist.

create_endpoint_group (endpoint_group_id, endpoint_group)

Create an endpoint group.
Parameters endpoint_group (dictionary) endpoint group to create
Raises keystone.exception.Conflict: If a duplicate endpoint group already exists.
Returns an endpoint group representation.

create_region(region_ref)

Create a new region.
Raises
* keystone.exception.Conflict If the region already exists.
* keystone.exception.RegionNotFound If the parent region is invalid.

create_service(service_id, service_ref)

Create a new service.
Raises keystone.exception.Conflict If a duplicate service exists.

delete_association_by_endpoint (endpoint_id)

Remove all the endpoints to project association with endpoint.
Parameters endpoint_id (string) identity of endpoint to check
Returns None

delete_association_by_project(project_id)

Remove all the endpoints to project association with project.
Parameters project_id (string) identity of the project to check
Returns None

delete_endpoint (endpoint_id)

Delete an endpoint for a service.
Raises keystone.exception.EndpointNotFound If the endpoint doesnt exist.

delete_endpoint_group (endpoint_group_id)

Delete an endpoint group.
Parameters endpoint_group_id (string) identity of endpoint group to delete
Raises keystone.exception.NotFound If the endpoint group was not found.

Returns None.
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delete_endpoint_group_association_by_project (project_id)
Remove endpoint group to project associations.

Parameters project_id (string) identity of the project to check
Returns None

delete_region(region_id)

Delete an existing region.

Raises keystone.exception.RegionNotFound If the region doesnt exist.

delete_service(service_id)

Delete an existing service.

Raises keystone.exception.ServiceNotFound If the service doesnt exist.

get_catalog(user_id, project_id)

Retrieve and format the V2 service catalog.
Parameters

» user_id The id of the user who has been authenticated for creating service
catalog.

» project_id The id of the project. project_id will be None in the case this
being called to create a catalog to go in a domain scoped token. In this case,
any endpoint that requires a project_id as part of their URL will be skipped
(as would a whole service if, as a consequence, it has no valid endpoints).

Returns A nested dict representing the service catalog or an empty dict.

get_endpoint (endpoint_id)
Get endpoint by id.

Returns endpoint_ref dict
Raises keystone.exception.EndpointNotFound If the endpoint doesnt exist.

get_endpoint_group (endpoint_group_id)
Get an endpoint group.

Parameters endpoint_group_id (string) identity of endpoint group to re-
trieve

Raises keystone.exception.NotFound If the endpoint group was not found.
Returns an endpoint group representation.

get_endpoint_group_in_project (endpoint_group_id, project_id)
Get endpoint group to project association.

Parameters
* endpoint_group_id (string) identity of endpoint group to retrieve
» project_id (string) identity of project to associate

Raises keystone.exception.NotFound If the endpoint group to the project
association was not found.

Returns a project endpoint group representation.
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get_region(region_id)
Get region by id.
Returns region_ref dict
Raises keystone.exception.RegionNotFound If the region doesnt exist.

get_service(service_id)

Get service by id.
Returns service_ref dict
Raises keystone.exception.ServiceNotFound If the service doesnt exist.

get_v3_catalog(user_id, project_id)

Retrieve and format the current V3 service catalog.
Parameters

» user_id The id of the user who has been authenticated for creating service
catalog.

» project_id The id of the project. project_id will be None in the case this
being called to create a catalog to go in a domain scoped token. In this case,
any endpoint that requires a project_id as part of their URL will be skipped.

Returns A list representing the service catalog or an empty list

list_endpoint_groups (hints)
List all endpoint groups.

Returns None.

list_endpoint_groups_for_project (project_id)

List all endpoint group to project associations for a project.
Parameters project_id (string) identity of project to associate
Returns None.

list_endpoints (hints)
List all endpoints.

Parameters hints contains the list of filters yet to be satisfied. Any filters satisfied
here will be removed so that the caller will know if any filters remain.

Returns list of endpoint_refs or an empty list.

list_endpoints_for_project(project_id)

List all endpoints associated with a project.
Parameters project_id (string) identity of the project to check
Returns a list of identity endpoint ids or an empty list.

list_projects_associated_with_endpoint_group (endpoint_group_id)

List all projects associated with endpoint group.

Parameters endpoint_group_id (string) identity of endpoint to associate

Returns None.
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list_projects_for_endpoint (endpoint_id)

List all projects associated with an endpoint.
Parameters endpoint_id (string) identity of endpoint to check
Returns a list of projects or an empty list.

list_regions (hints)

List all regions.

Parameters hints contains the list of filters yet to be satisfied. Any filters satisfied
here will be removed so that the caller will know if any filters remain.

Returns list of region_refs or an empty list.

list_services (hints)

List all services.

Parameters hints contains the list of filters yet to be satisfied. Any filters satisfied
here will be removed so that the caller will know if any filters remain.

Returns list of service_refs or an empty list.

remove_endpoint_from_project (endpoint_id, project_id)
Remove an endpoint to project association.

Parameters
* endpoint_id (string) identity of endpoint to remove
» project_id (string) identity of the project associated with

Raises keystone.exception.NotFound If the endpoint was not found in the
project.

Returns None.

remove_endpoint_group_f£from_project (endpoint_group_id, project_id)

Remove an endpoint to project association.
Parameters
» endpoint_group_id (string) identity of endpoint to associate
» project_id (string) identity of project to associate

Raises keystone.exception.NotFound If endpoint group project association
was not found.

Returns None.

update_endpoint (endpoint_id, endpoint_ref)
Get endpoint by id.

Returns endpoint_ref dict
Raises
* keystone.exception.EndpointNotFound If the endpoint doesnt exist.

* keystone.exception.ServiceNotFound If the service doesnt exist.
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update_endpoint_group (endpoint_group_id, endpoint_group)
Update an endpoint group.

Parameters

* endpoint_group_id (string) identity of endpoint group to retrieve

* endpoint_group (dictionary) A full or partial endpoint_group
Raises keystone.exception.NotFound If the endpoint group was not found.
Returns an endpoint group representation.

update_region(region_id, region_ref)
Update region by id.

Returns region_ref dict
Raises keystone.exception.RegionNotFound If the region doesnt exist.

update_service(service_id, service_ref)

Update service by id.
Returns service_ref dict
Raises keystone.exception.ServiceNotFound If the service doesnt exist.

class keystone.catalog.backends.sql.Endpoint (*args, **kwargs)

Bases: sqlalchemy.orm.decl_api.Base, keystone.common.sql.core.
ModelDictMixinWithExtras

attributes = ['id', 'interface', 'region_id', 'service_id', 'url',
'legacy_endpoint_id', 'enabled']

enabled
extra

classmethod from_dict (endpoint_dict)

Override from_dict to set enabled if missing.
id
interface

legacy_endpoint_id

region_id
service_id
url

class keystone.catalog.backends.sql.EndpointGroup (*args, **kwargs)

Bases: sqlalchemy.orm.decl_api.Base, keystone.common.sql.core.ModelDictMixin
Endpoint Groups table.

attributes = ['id', 'name', 'description', 'filters']
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description

filters

id

mutable_attributes = frozenset({'description', 'filters', 'name'})

nhame

class keystone.catalog.backends.sql.ProjectEndpoint (*args, **kwargs)

Bases: sqlalchemy.orm.decl_api.Base, keystone.common.sql.core.ModelDictMixin
project-endpoint relationship table.

attributes = ['endpoint_id', 'project_id']

endpoint_id

project_id

class keystone.catalog.backends.sql.ProjectEndpointGroupMembership (*args,

**kwargs)

Bases: sqlalchemy.orm.decl_api.Base, keystone.common.sql.core.ModelDictMixin
Project to Endpoint group relationship table.

attributes = ['endpoint_group_id', 'project_id']

endpoint_group_id

project_id

class keystone.catalog.backends.sql.Region(*args, **kwargs)

Bases: sqlalchemy.orm.decl_api.Base, keystone.common.sql.core.
ModelDictMixinWithExtras

attributes = ['id', 'description', 'parent_region_id']
description

endpoints

extra

id

parent_region_id

class keystone.catalog.backends.sql.Service(*args, **kwargs)

Bases: sqlalchemy.orm.decl_api.Base, keystone.common.sql.core.
ModelDictMixinWithExtras

attributes = ['id', 'type', 'enabled']
enabled

endpoints
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extra
id

type

keystone.catalog.backends.templated module

class keystone.catalog.backends.templated.Catalog(templates=None)
Bases: keystone.catalog.backends.base.CatalogDriverBase

A backend that generates endpoints for the Catalog based on templates.
It is usually configured via config entries that look like:
catalog. SREGION.$SERVICE.$key = $value

and is stored in a similar looking hierarchy. Where a value can contain values to be interpolated
by standard python string interpolation that look like (the % is replaced by a $):

http://localhost:\protect\T 1\textdollar(public_port)s/

When expanding the template it will pass in a dict made up of th